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Connected Health Requires a Robust Communications Infrastructure
Joseph C. Kvedar, MD
Center for Connected Health

Health care is changing rapidly

We are at the tipping point for adoption of an exciting, refreshing new way of 
providing healthcare – Connected Health.  Since we all have such a personal 
stake in health care (we are all patients at some point in our lives), this is directly 
relevant to all of us.  Connected health is about bringing care to you the patient, 
wherever you are and just in time – when you need it. Think of the power and 
convenience that offers!  Current successful examples of Connected Health 
include:

• The management of patients with chronic illnesses, such as congestive 
heart failure, using monitoring technology in the home 

• Employee self management of hypertension using a monitor that 
wirelessly transmits blood pressure to the healthcare provider; data can 
then be aggregated and presented to the patient in trended form and in 
the context of what his/her blood pressure readings mean to his/her 
overall health, and

• A glowing decorative piece of furniture that changes color according to 
whether the patient has taken his/her medication that day.

Connected health unlocks value by taking patient care out of the bottleneck that 
we know as the doctor’s office. Most people find that their health care experience 
is unpleasant and they cite inefficient systems, long office waits and inconvenient 
appointment scheduling among the reasons. Connected health dispenses with all 
of that.

So, what are the remaining stumbling blocks?

Most of the time when people ask me about this, I tell them about the need for a 
new economic model that rewards quality as opposed to quantity. Progress is 
being made on this front and I am going to forgo that discussion here.  Instead, 
I’m going to focus on another stumbling block.  This one is more about 
relationships and caring.  Heath care, when it is at its best, is about caring.  And, 
the communication of caring is most effective when people are together, when 
they can see each other’s eyes, read facial expressions, body language and the 
like.  If we are going to truly move health care out of the office to where the 
patient is, we need to find a way to transport all of the aspects of caring to the 
patient, along with monitoring their vital signs and sending them text message 
reminders.  The other part of this challenge is that we need a way to do it that 



extends the provider work force, i.e. makes providers more efficient.  This is 
because we are in provider shortage mode now and will be for the foreseeable 
future.

There may be novel ways to communicate emotion and caring that will be 
discovered, but in the meantime if we are going to enhance text communications 
with more real visual cues, we will need reliable high bandwidth communication 
to do so.  The penetration of broad band is growing in the US, but we are 
woefully behind our European neighbors and improved health care is one reason 
we need to catch up.

Just to recap the logic here, we have unprecedented growth in chronic illness in 
the face of worsening provider shortages. The bottleneck is right in the doctor’s 
office. If you continue to have to travel to the office for a face-to-face visit in order 
for health care to ‘happen’, the current primary care crisis is only going to worsen 
and the system will grind to a halt.  So we have no choice but to move care to 
where the patient is.  In order to really achieve that goal, we need not just to 
monitor our patients but to CARE for them. That requires image/video rich 
communication and that in turn requires ubiquitous, reliable high bandwidth.

At the Center for Connected Health, we are engaged in a number of initiatives 
designed to bring care to the patient where the patient is and when the patient 
needs it.  The substrate for all of these is the growing challenge of chronic illness.  
As providers, we are highly motivated to improve care for chronic illness and 
those who pay for health care are motivated as well.

Our experience caring for patients with congestive heart failure is most 
promising.  Using a toolset that includes daily weight, blood pressure, heart rate 
and pulse oximetry, as well as some information about daily activity level, we’re 
able to improve the quality of patient care, decrease the need for skilled nursing 
visits and decrease costly re-admissions to the hospital.  All of that equates to 
improved quality at lower cost.

Similar results have been noted with monitoring of glucometer readings in 
diabetics.  We are also seeing promising results in a program where employees 
with hypertension can monitor and self manage their condition.

All of these examples are low hanging fruit. As we increase both the complexity 
of illness we deal with online, as well as the richness of the emotional 
interactions, we will need more and more bandwidth.  That is why it is so 
important that broadband internet access spreads in this country.

Joseph C. Kvedar, MD
Director, Center for Connected Health
Partners HealthCare System, Inc.
www.connected-health.org

www.connected-health.org


Chronically Ill Lack Internet Access
By Donna Howell
Investor’s Business Daily
10/8/2007

A chronic health problem affects one in five Americans. When it does, almost all who are 
able head online to figure out what to do.

Such people voraciously seek to learn, a new study finds, and are more eager than others 
to share knowledge to help fellow patients. At the same time, many chronically ill —
who in general are older and less educated than the general population — lack Internet 
access.

“Only about half of people with chronic conditions go online compared with 70% of the 
general population,” said Susannah Fox, associate director at the Pew Internet & 
American Life Project. “But once they’re online, they’re enthusiastic users.”

The proof is that while 79% of Internet users have looked online for specific health 
information, 86% of the chronically ill have done so, says Pew, which has long studied 
the Internet’s impact on society. Its report came out Monday.

Huge Costs Ahead

The need for reliable health information is clear. America’s disease burden keeps 
weighing heavily. The most common chronic conditions — cancers, diabetes, heart 
disease, hypertension, stroke, mental disorders and pulmonary conditions — could cost 
$4.2 trillion annually by 2023, up from $1.3 trillion in 2003, says the Milken Institute. 
The amount is due largely to lost productivity, not treatment costs.

Nipping conditions early could save $1.1 trillion in 2023, says Ross DeVol, director of 
the Milken Institute Center For Health Economics.

“We could prevent essentially 40 million cases of these chronic conditions,” he said.

When the chronically ill go online, they trade information about treatment with others.

They often act as information watchdogs for people in the same boat, to guide them to 
reliable resources, Fox says.



“If you are looking for a diagnosis, then everyone recommends you start with a doctor,”
she said. “But if you’re looking for home care tips — how to deal with chemotherapy, 
how to prevent infection from having an IV — it’s often material you find online from 
fellow patients who are just ahead of you on the path.”

Along with its own survey, Pew collected essays from 1,680 members of the Association 
of Cancer Online Resources. This nonprofit runs online health-support forums.

Like others, people coping with chronic conditions can get frustrated trying to find 
information.

In Pew’s study, 30% said they felt overwhelmed by the amount of information they found 
online, 19% felt confused and 9% got frightened by the serious or graphic nature of what 
they found.

“The problem is not that we don’t have enough information. We have tons. It’s not 
categorized. It’s in complicated language,” said Vish Viswanath, an associate professor at 
Harvard’s Dana Farber Cancer Institute. “Last time I typed ‘cancer’ at Google, I got 15 
million hits. The question is, ‘Where do I begin?’ “

Typing in “cancer” at Google.com now yields 78 million hits.

Viswanath thinks of the chronically ill as haves, who can access the Web to research, and 
have-nots. The latter can’t access information online or can’t process it, and education 
and income levels play a role.

For the haves, he says the Internet has been a big help.

“For them, the cancer information on the Internet has been quite beneficial, either in 
learning more about a particular treatment, to learn more about diagnoses, drugs and so 
on. It also has been helpful for them in communicating with people facing similar 
conditions,” Viswanath said. “If I’m facing some bad symptom in the middle of the night, 
I can go online and someone will answer and say something that is positive.”

Inequalities Of Information

Viswanath fears for the have-nots.

“People who suffer disproportionately from the disease burdens such as cancer also are 
those who suffer from inequalities in information,” he said. “We’ve shown that in our 
research.”

Seniors, who typically have the most health issues, tend to use the Web differently from 
others, says Tobey Dichter, founder of generationsonline.org. The nonprofit provides 



software to retirement homes and senior centers. It aims to help older people teach 
themselves how to use the Internet.

The seniors Dichter works with are typically task oriented, she says, so a medical issue 
often leads them to start using the computer.

Pew’s study found that people with chronic conditions were more likely (40%) than those 
without (29%) to say they know someone who has been significantly helped by online 
health information.

Among the ACOR essays Pew collected was one from “a man who described how his 
wife was paralyzed because the doctor basically missed a diagnosis,” Fox said. “Because 
he was part of a listserv (online support group) on ACOR that discussed this kind of 
condition, he was able to prevent another person from becoming paralyzed.”

The essay related: “Recently on the list a new person described his wife’s symptoms. 
They were identical to what my wife’s had been. I advised him to demand a full MRI of 
the spine and they found a plasmacytoma on her spine. They caught it in time to avoid the 
paralysis my wife has suffered. I feel good about that.”



UC Merced To Digitally Link Rural Health Centers
By Doug Hoagland
September 26, 2007

The University of California at Merced will use nearly $1 million in grants to digitally 
connect four rural health centers in the San Joaquin Valley with specialists in Valley 
cities and other UC schools, university officials announced today. 

In a region suffering a physician shortage, patients will benefit because they can tap the 
expertise of specialists such as dermatologists, psychiatrists and urologists who don’t 
practice in their communities. 

The system is called telemedicine. 

Rural doctors can use it to hold real-time videoconferences with specialists while 
examining patients or to store and forward patient information to specialists for review. 

UC Merced also will use the money to plan expansion and operation of a telemedicine 
network, which university officials say will play a bigger role in future health care. 

The four rural health centers — which could be clinics or small hospitals — will be 
chosen by spring of 2008 and connected to specialists soon after, university officials said. 

The grants come from three sources: $500,000 from AT&T, $250,000 from the 
California Partnership for the San Joaquin Valley, a task force trying to improve the 
region’s economy and livability, and $200,000 from the California Emerging Technology 
Fund. 

The fund was formed after the merger of SBC and AT&T, and of Verizon and MCI. As a 
condition of the mergers, the companies will give the fund a total of $60 million in the 
next five years. The money will be used to extend broadband to communities in rural and 
urban California.



Los Angeles Times
Aging Under A High-Tech Eye
By Linda Marsa
October 11, 2007 

Carol Roberts’ 77-year-old mother is active and mentally sharp, but she suffers from a 
seizure disorder that requires close monitoring. “She didn’t want to lose her 
independence, but she was apprehensive about living alone,” Roberts says.

One option was assisted living, but then Roberts heard of an alternative: new technology 
called the GrandCare System, which uses strategically placed home sensors to record 
motion in key spots such as the bathroom, entryway and bedroom. “She can live in her 
own space, and I don’t worry,” says Roberts, who can monitor motion via computer and 
notice if, say, her mother has wandered out the front door, possibly disoriented.

Such technology is just one example of the so-called “aging in place” movement driven 
by baby boomers who are growing older. Other emerging systems include floor sensors 
that can track footstep patterns and detect changes that warn of potential falls and more 
elaborate setups that integrate webcams and video conferencing systems with the 
Internet.

Scientists at universities and corporate research labs are also experimenting with the next 
wave of smart house gadgets that track whether medication is being taken, help with 
cooking and other routine tasks or act as surrogate sitters that can detect problems and 
call for help. The goal is to help seniors live safely at home and feel protected while still 
maintaining their autonomy. For adult children, the goal is peace of mind.

The aging in place movement is gathering momentum because of several ominous 
demographic trends. In 2011, the oldest boomers will turn 65, and over the next two 
decades, the ranks of the “oldest old” are expected to balloon exponentially. This 
advancing age wave will place an enormous burden on the U.S. healthcare system at a 
time when there’s a growing shortage of doctors, nurses and caregivers. Assisted living 
and skilled nursing facilities can’t be built fast enough to accommodate everyone -- and 
even if they could, the costs would be astronomical.

“Corporations and government policy makers realize that as the boomers age, the costs 
won’t be sustainable if we continue to do business the way we’re doing it right now,” 
says Majd Alwan, director of the Center for Aging Services Technologies in Washington, 
D.C.

The way to bridge this gap is to create an entirely new paradigm of care, experts say, and 
make it possible for seniors to remain in familiar surroundings until the very end.



“There is an intrinsic value to the home, where the individual has a sense of 
accomplishment and a level of comfort that they will never replicate by moving,” says 
Peter Bell, executive director of the National Aging in Place Council in Washington, 
D.C.

Technology is paving the way. We’ve already come a long way from the electronic 
pendants and bracelets with panic buttons the elderly can press in case of an emergency. 
Some of the products that recently hit the market allow families to keep an on eye on 
older loved ones from a distance, and others use elaborate networks of sensors to detect 
unusual activity. This technology, experts say, provides peace of mind for the elderly, 
whose biggest fear is of falling and being unable to get help.

Costs are reasonable, ranging from about $200 for a no-frills sensor network to about 
$2,000 for more elaborate setups. Because these products have come on the market 
within the last two years, their use isn’t widespread. “But they should become more 
popular,” says Alwan, “especially as the systems become more integrated.”

When Olga Zaffos left her front door wide open, her daughter and son-in-law knew 
immediately. A video camera strategically positioned in the 87-year-old Oklahoma City 
woman’s living room transmitted an image of the door to a dedicated computer in the 
couple’s nearby home. And if Olga wants to see her loved ones, she doesn’t need to be 
computer literate -- all she has to do is sit in front of the camera if she wants to chat.

Reminders to take her medication are flashed periodically on a computer screen that sits 
in her living room. If Olga’s family wants to check in, or a message is displayed, a 
distinctive ring that is recognizable even to people suffering from severe dementia 
sounds.

When Olga’s daughter and son-in-law, Deidre and Steve Downham, send photos of 
family outings, they’re displayed on the monitor, which keeps her in touch with 
grandkids and other family members.

“I check on her several times a day just to make sure she’s OK,” Steve says.

The monitoring and video conferencing system, called AttentiveCare, is deceptively 
simple: A webcam is hooked up to a computer with a flat-panel TV monitor, and the data 
is sent via a broadband Internet connection.

AttentiveCare was originally devised by three brothers, using off-the-shelf equipment, 
after their mother, who lived hundreds of miles away from them, was diagnosed with 
Alzheimer’s. The family stepped up in-home care as her condition deteriorated, but 
because they could keep tabs on her round-the-clock electronically, she was able to live 
out her days at the family farm in rural Arkansas until she died of cancer at age 86 in 
2004.



“I had coffee with her every morning and got her day started,” says Ken Nixon, one of 
the brothers and chief executive of the Oklahoma City-based Caregiver Technologies 
Inc., which makes AttentiveCare. “It made such a difference in my life and in the life of 
my mom because it kept her engaged and made her feel valuable.”

AT&T’s Remote Monitor uses webcams to watch over the living room, kitchen or front 
door, and motion sensors to register when a door to a room opens. The system, which 
some use for home security, can even turn lights on and off in the house and check to see 
if someone left a coffee pot on the stove. If a senior wants some privacy, he or she can 
turn the cameras off.

“But most people feel the sense of security is a worthwhile trade-off for the loss of 
privacy,” says Steve Loop, executive director of business development for AT&T in San 
Antonio, Texas.

Another system called QuietCare uses five to 10 sensors positioned throughout the home 
-- near the bedroom door, bathroom, refrigerator door or family room -- to track 
movement. Sophisticated computer systems are used to establish a person’s behavior 
patterns. If there is a change in habits of daily living, such as when a person gets out of 
bed or how much time he or she spends in the kitchen or bathroom, the system will send 
out an alarm to alert caregivers.

In addition to using sensors to monitor daily activities, the GrandCare system that Carol 
Roberts uses has a small computer that connects to the Internet and plugs into the TV. 
Family members can share photos, fire off e-mails and send reminders about taking 
medicine or doctor’s appointments on a dedicated TV channel.

Home Guardian uses a device that was originally developed by University of Virginia 
researchers. It analyzes footstep patterns to detect falls and early warning signs of certain 
diseases.

The book-sized box sits on the floor and contains a sensor that measures tiny vibrations, 
and a microprocessor that learns a person’s normal walking habits. A specialized 
software program can spot changes. If a person falls or begins limping or shuffling, 
which can be symptoms of Parkinson’s disease or arthritis, the device sends an electronic 
message to a computer; the message is then transmitted to a monitoring service or the 
caregiver. The system should be available sometime next year.

Even with advancements, the systems aren’t foolproof.

Experts worry that they can provide a false sense of security, especially if someone falls 
and the alarms fail to go off. Plus, there is a loss of privacy.

“Some seniors have used a hanky to cover the camera,” Alwan says. “But privacy is 
relative, and most feel it’s an acceptable price to pay to avoid being institutionalized.”



A host of other innovative technologies are in the research pipeline. At the Aware House, 
a cozy, home-like laboratory on the campus of the Georgia Institute of Technology in 
Atlanta, scientists are dreaming up the next generation of high-tech tools to keep seniors 
connected.

The Digital Family Portrait is an in-home monitoring system that keeps family members 
informed about their elderly relative’s activities, health status and possible problems. The 
system creates a visualization of the person’s day, displayed on a monitor in the 
caregiver’s home. Icons on the screen change daily to reflect information about the older 
adult’s life.

Dude’s Magic Box is designed to help grandchildren interact with their grandparents. 
Children can put an item, such as a pet hamster, in the box, and the box takes a photo of 
it. Dude, a cartoon character, pops up on the screen and asks the children if they want to 
send the photo to Grandma. Then the photo is transmitted to the grandparent’s home, and 
a message pops up on a flat-panel screen or home computer.

“Both of these devices are designed to make the senior who is living alone feel less 
isolated and reassure their children that they’re OK,” says Elizabeth D. Mynatt, a 
computer scientist at Georgia Tech who helped develop the tools.

In Portland, Ore., researchers at Intel’s Health Research and Innovation Group are 
creating gadgets that provide a safety net for seniors living alone and memory aids so 
they can stay connected with friends and family.

One of the products under development is a presence lamp that can be installed in the 
home of a person in the early stages of Alzheimer’s disease as well as in the home of his 
or her caregivers.

When the senior is home, the light goes on in the home of their caregiver, and vice versa.

“It comforts people to know that someone is around if they need help,” says Eric 
Dishman, general director of the Intel lab.

Another device Intel is testing, which Dishman has dubbed “caller ID on steroids,” 
provides memory prompts to people who have dementia.

A computer plugged into a land line phone contains information about the key people in 
the elderly person’s social network. When they call, their name will pop up on the screen, 
along with their photo and a brief description of who they are.

“This gives people enough confidence to answer the phone and engage in a 
conversation,” Dishman says.

Although the technology is still in its infancy, these are important first steps toward 
averting the potentially catastrophic consequences of an aging population.



“The overall thrust is to increase the quality of life and of care that seniors receive in their 
home,” says Alwan of the aging center, “and ease the burdens on their families and on 
society in general.”



NEWS
Federal Communications Commission
445 12th Street, S.W.
Washington, D. C.  20554
This is an unofficial announcement of Commission action.  Release of the full text of a Commission order constitutes official action.
See MCI v. FCC. 515 F 2d 385 (D.C. Circ 1974).

News Media Information 202 / 418-0500
Internet: http://www.fcc.gov

TTY: 1-888-835-5322

FOR IMMEDIATE RELEASE: NEWS MEDIA CONTACT: Robert Kenny
November 19, 2007 Work: 202-418-2668

Cell: 202-355-2524 
E-mail: robert.kenny@fcc.gov

FCC LAUNCHES INITIATIVE TO INCREASE ACCESS TO HEALTH CARE IN 
RURAL AMERICA THROUGH BROADBAND TELEHEALTH SERVICES

Washington, D.C. – To significantly increase access to acute, primary and preventive 
health care in rural America, the Federal Communications Commission today dedicated over 
$417 million for the construction of 69 statewide or regional broadband telehealth networks in 42 
states and three U.S. territories under the Rural Health Care Pilot Program (RHCPP).

Broadband deployment is one of the Commission’s top priorities – particularly in rural 
America.  And nowhere is the need for broadband greater than in rural healthcare, where isolated 
clinics can save lives by using advanced communications technology to tap the expertise of 
modern urban medical centers. 

The Commission’s RHCPP will support the connection of more than 6,000 public and 
non-profit health care providers nationwide to broadband telehealth networks. The health care 
facilities participating in the Pilot Program include: hospitals, clinics, universities and research 
centers, behavioral health sites, correctional facility clinics, and community health centers.

Telehealth and telemedicine services provide patients in rural areas with access to 
critically needed medical specialists in a variety of practices, including cardiology, pediatrics,
and radiology, in some instances without leaving their homes or communities.  Intensive care 
doctors and nurses can monitor critically-ill patients around the clock and video conferencing 
allows specialists and mental health professionals to care for patients in different rural locations, 
often hundreds of miles away.

The networks will deliver services efficiently, reduce costs and travel time for consumers, 
decrease medical errors, and enable health care providers to share critical information.  Rapid 
and coordinated responses to public health emergencies, such as bioterrorism attacks, pandemics 
or disease-related outbreaks, will be expedited through coordination with the U.S. Department of 
Health and Human Services (HHS), the U.S. Centers for Disease Control and Prevention, and 
other public health officials during public health emergencies.  

-more-



In addition, participants are required to implement, where feasible, health information 
technology standards as set forth by HHS. This will help advance the President’s goal of 
creating a national system to support patients’ electronic health records.

Participants are eligible for universal service funding to support up to 85 percent of the 
costs associated with the design, engineering and construction of their broadband health care 
networks. The Pilot Program’s requirements complement HHS’ nationwide information 
technology initiatives that support the creation of a nationwide interoperable health information 
technology infrastructure to improve the quality of health care.  These networks may connect to 
the public Internet or to one of the nation’s dedicated Internet backbones: Internet2 or National 
LambdaRail.

In order to ensure quality and efficiency, all projects must be competitively bid, and are 
subject to quarterly reviews, and stringent oversight and audits.  

Attached is the full list of organizations qualifying for support in the pilot program.  
Health care providers were selected for participation in the pilot as set forth in the 2006 Pilot 
Program Order pursuant to section 254(h)(2)(A) of the Telecommunications Act of 1996.

Action by the Commission, November 16, 2007, by Order (FCC 07-198). Chairman 
Martin, Commissioners Copps, Adelstein, Tate and McDowell, with Chairman Martin, 
Commissioners Copps, Adelstein, Tate and McDowell issuing statements.  
Docket No.: 02-60

Wireline Competition Bureau Staff Contact(s): Thomas Buckley, 202-418-0725; Jennifer 
Prime, (202) 418-2403.

-FCC-

News and other information about the Federal Communications Commission
are available at www.fcc.gov.



 
 
 
 
 
 
 
 
 

 
 

Advancing Healthcare Through Broadband: 
Opening Up a World of Possibilities 

 
A White Paper for the Internet Innovation Alliance  

 
By Neal Neuberger, CISSP  

President, Health Tech Strategies, LLC  
 
 
 
 
About The Internet Innovation Alliance 
 
The Internet Innovation Alliance is an association of nonprofit groups, business associations, consumer advocates, 
think tanks, corporations and technology leaders who believe in the power of the broadband Internet to improve 
Americans' lives by enabling innovation, next generation services and service providers, and more competitive 
American jobs and firms. IIA members are committed to enabling Internet-based innovations by identifying and 
generating consumer support for wise public policy decisions. 
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Executive Summary 
 

As the United States works to improve the quality of and access to its health care system, it is 
increasingly clear that expanded broadband service can enable improved care at a reduced cost 
for more people.   
 
Among the most advanced initiatives using broadband to improve health care is enhanced 
medical recordkeeping that knits together electronic databases, giving patients and authorized 
providers instant and centralized access to information such as health histories, treatment 
regimens and medical images.  
 
Digital records available over high speed networks can reduce waste, improve patient outcomes, 
and cut costs.   Telemedicine applications that enable real-time clinical care involving 
geographically distant patients and providers can deliver the highest quality care to even the most 
remote communities.  Remote monitoring made possible by broadband can facilitate post-
operative care and chronic disease management without hospitalization or institutionalization. 
 
Small pilot projects have produced significant reductions in hospital admissions and the cost of 
care.  A Veterans Administration study of one remote monitoring program showed a 40 percent 
cut in emergency room visits and a 63 percent reduction in hospital admissions.  Penn State 
University estimated that remote home health monitoring for one group of diabetes patients cut 
costs for hospital care 69 percent, from almost $283,000 to approximately $87,000 per patient.  
And a study by economist Robert Litan projected that broadband-based monitoring could cut 
medical costs for senior citizens by about 30 percent. 
 
As Jon Linkous of the American Telemedicine Association observes:  “Broadband Internet 
access to hospitals is becoming a critical tool in the delivery of medical services.” 
 
For example: 
 

• The Alaska Federal Healthcare Access Network (AFHCAN) links more than 248 sites 
including: military installations; Alaska Native health facilities; regional hospitals; small 
village clinics; and, state of Alaska public health nursing stations for a range of 
healthcare services using a variety of high-speed broadband services including satellite.  

 
• The Downstate Illinois Regional Telehealth Program uses T1 lines, DSL, and Cable to 

develop community-institutional partnerships to strengthen local health care capacity 
through the use of advanced technologies. They provide medical education and training 
to 52 rural hospitals through videoconferencing, satellite broadcasts and web streaming.  

 
• The 82-site Missouri Telehealth Network provides services in more than 15 different 

medical specialties, with a majority of the work coming from radiology, mental health, 
dermatology and cardiology. To date, more than 11,000 interactive video encounters and 
57,500 Teleradiology exams have been conducted.  The Missouri Telehealth Network 
uses T1 (Frame Relay) connections to each site to   provide dynamic bandwidth 
allocation for voice, video and data. 
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• The University of Arkansas’ ANGELS program connects physicians at more than 40 sites 
with pregnant women in rural communities to improve pre-natal care and reduce the 
number of low birth weight babies.  In 2005, the program’s call center received an 
average of 2,500 calls a month and facilitated more than 400 critical hospital transports. 

 
• The REACH program, initially established by the Medical College of Georgia, puts 

stroke specialists in touch with rural hospitals and physicians statewide for consultation 
on key treatment options during the critical three hours after a stroke. 

 
Despite these exciting individual initiatives, telemedicine programs in the United States have 
barely scratched the surface and large barriers remain before we see meaningful, widespread 
results.  Capital investment in health care IT falls far short of what is needed.  Insurance 
reimbursement, including Medicare and Medicaid, have yet to embrace broadband-based clinical 
interventions.   The broadband networks on which telemedicine depends do not reach enough 
people, nor are they robust enough to deliver the full benefits in either care or costs. 
 
What’s needed now is a national commitment to developing telemedicine technologies and 
strategies – a commitment that builds on the successful individual programs underway at the 
state and local level to push broadband adoption and also define a national plan for telemedicine.   
Key to this commitment is the understanding that investment in the continued development and 
expansion of the U.S. broadband is a fundamental prerequisite for the long-term ability of 
telemedicine to enhance America’s health care system.  
 
As a first step, IIA urges Congress to establish a National Commission on Telemedicine.  Within 
a year, this Commission should design a program that would accelerate the development of 
telemedicine; provide financial incentives, including supportive insurance reimbursement, for the 
universal embrace of telemedicine by medical institutions and practitioners; and remove 
regulatory or statutory barriers to telemedicine programs. 
 
At the same time, the United States also must push ahead with efforts to deliver high-speed 
broadband to every corner of America – especially to remote communities that lag behind in 
both high speed Internet access and healthcare.  The ability of broadband-powered technology to 
help deliver better quality and more cost-effective health care is one reason why the Internet 
Innovation Alliance is working to bring affordable broadband access to every American.  We 
must not delay. 
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Health Care and the Power of Broadband 
 
As America moves deeper into the 21st century, it has become increasingly evident that 
improving the healthcare system has climbed near the top of the nation’s agenda.   The key 
challenges have been evident for some time – providing access to care for every American, 
assuring a high quality of care across the system, reducing medical errors, and finding the 
resources to pay for it.   Consensus on a solution has been harder to come by. 
 
For health care, advances in technology have produced great benefits, but they also have 
contributed to rising costs and contributed to a quality gap between those with health insurance 
(or personal wealth) and those without.  New imaging technologies have enabled earlier and 
more accurate diagnosis; new machinery, new drugs and a range of implant devices have 
extended life and enhanced its quality.  But these breakthroughs also have raised costs and fueled 
intense debate about who should have access to the new medical miracles and how to pay for 
enhanced care. 
 
But about one area of technology there is little debate.  The emergence of the Internet and the 
expansion of broadband service have opened vast new areas of opportunity for better health care 
and improved cost management.  Even as the nation struggles toward comprehensive reform of 
its health care system, broadband communication holds the power to improve the quality of care, 
cut costs and reduce the medical service gap among American communities. 
 
Enhanced medical recordkeeping and paperwork management made possible by broadband-
linked networks, can reduce waste, improve patient outcomes, and reduce costs.  Telemedicine 
applications that enable real-time clinical care involving geographically distant patients and 
providers, can bring quality care to remote rural communities, save lives, and reduce dangerous 
and costly patient transport.   And, remote monitoring, possible only because of broadband, 
reduces hospital admissions and costs by enabling post-operative care and chronic disease 
management to take place safely at home or as people go about their daily routines. 
 
While no study has yet estimated the total cost savings possible from these broadband-enabled 
techniques, results from a variety of small programs make clear the potential.   A Veterans 
Administration study of one remote monitoring effort showed a 40 percent cut in emergency 
room visits, a 63 percent reduction in hospital admissions and a 60 percent reduction in the 
number of hospitals.1  A Penn State University study of one group of diabetes patients showed 
1estimated hospital costs of $87,327 for patients monitored through telehome health compared to 
$232,872 for patients that received traditional homecare from a visiting nurse.2 And, a health 
care study by economist Robert Litan projected that remote broadband-based monitoring had the 
potential to cut hospital, drug and out-patients costs by 30 percent.3

 
While not a cure-all for systemic problems and insurance coverage issues that limits health care 
access for 40 million or more Americans, the potential health benefit of telemedicine and other 
initiatives made possible by high-speed Internet connections is yet another powerful argument 
for national policies that accelerate the availability and adoption of broadband in every part of 
America. 
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This paper examines trends in telemedicine and “e-Health”, considers the ways in which 
broadband is enhancing health care, and details some of the ways build on success to date. 
 
Broadband Delivers Better Health Care – Today and Tomorrow 
 
From every part of the political spectrum and almost every major interest group, America is 
hearing calls to fix a complex multi-tiered financing system that leaves many in rural and inner-
city America without timely access to needed health services.   Aside from questions of fairness, 
the gap in care ultimately leads to increased long-term costs as disadvantaged patients often defer 
treatment while their health deteriorates.   Later intervention typically means greater and more 
costly care and also places increased burdens on an already strained delivery system.  
 
The health care system is also strained by the aging of the Baby Boom generation, a 
development that will exacerbate financial pressures The US Centers for Disease Control has 
recently predicted (March, 2007) that the cost of care for seniors will add 25% to the nation’s 
health bill by 2030 unless steps are taken to stem the increase.  The elderly consume a 
disproportionately large percentage of every health dollar -as much as three to five times as 
much according to CDC -    (The State of Aging and Health in America 2007,) and because of 
longer life spans, they also account for a growing share of the American population.4   
 
In 1997, one in eight Americans were elderly (age 65 and over). By 2030, one in five could be 
elderly. As the Baby Boom generation reaches age 65 (between 2010 and 2030), this trend 
towards an elderly population explosion poses a variety of challenges to U.S. policy makers. 
[SOURCE POPULATION RESOURCE CENTER].  5  
 
What’s more, continued escalation in medical outlays is not being matched by better outcomes.  
In its landmark 2000 study, “To Err is Human: Building a Safer Health System” the Institute of 
Medicine found that there are as many as 98,000 avoidable deaths in any given year due to 
medical errors in hospitals. 6

 
In the words of one acclaimed report “Redefining Health Care: Creating Value-Based 
Competition on Results” the U.S. Health Care System “is on a dangerous path, with a toxic 
combination of high costs, uneven quality, frequent errors, and limited access to care.” 7  
 
Systemic reforms have proven elusive to date, and a comprehensive national overhaul of the 
health care system may take years more to achieve.  But information technology tools, including 
broadband, are already improving care, expanding access and cutting costs in a variety of 
locations across America.   We know how to use Telemedicine and advanced information 
technologies to help close the economic and geographical gaps in coverage that routinely 
separate many rural and inner city poor patients from needed medical services.   Today there are 
literally thousands of successful examples of new communications and IT services being pressed 
into service for patient care, administration and management, improved service delivery, medical 
research, and teaching.    
 
At the most basic level, broadband enables enhanced information sharing among medical 
facilities, practitioners and patients.   Broadband linkages mean that individuals’ medical history, 
test results, and medical images can – with the patients’ permission and privacy safeguards – be 
made quickly available to health care professionals to guide diagnosis and treatment decisions.  
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Access to comprehensive records improves care decisions, cuts errors and reduces redundant 
testing by enabling reliance on previous results. 
 
Broadband also enables patients and caregivers to overcome geographic barriers to care.   
Indeed, the broadband-supported Internet service has given birth to the emerging field of 
“telemedicine” to link medical experts to patients and practitioners in remote locales hundreds or 
even thousands of miles away.   New telemedicine applications ranging from remote monitoring 
of chronic diseases to robotic surgery are delivering new hope and better life quality to patients 
who would otherwise be beyond the reach of the highest levels of care. 
 
Even as we work for overall reforms, we can accomplish much by taking advantage of 
broadband to share information and deliver clinical solutions. 
 
Here’s some of what broadband can help us do: 
 

• Enhance quality and decision making by connecting patients and practitioners to 
information sources about best practices, health care innovation, quality care measures, 
and data on the effectiveness of medical institutions and practitioners. 

 
• Reduce costs and create efficiency in health care management by streamlining 

recordkeeping and administration 
 

• Empower patients by improving access to information and enabling them to control their 
personal health record 

 
• Close the medical care gap between urban and rural America and expand access to care 

through the use of telemedicine for a range of clinical care programs 
 

• Improve the quality of care for all Americans by linking patients and practitioners to the 
top specialists in every branch of medicine through real-time Internet consultations 

 
• Reduce medical care costs and improve life quality through remote monitoring that 

brings more care directly into the home 
 

• Overcome healthcare provider shortages through Internet-based care that connects distant 
practitioners to communities where local medical resources are in short supply 

 
• Enhance disaster preparedness and recovery with seamless communication that can help 

medical care givers respond quickly to areas of greatest need.  
 
 
Connecting Patients and Practitioners to Critical Information 
 
The Internet has become a critical source of information in every realm of American life, but for 
consumers few areas have drawn as much participation as health care. According to the Pew 
Internet & American Life Project, 80 percent of American Internet users – or about 113 million 
American adults -- have turned to the Web for healthcare information.    Americans have used 
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the Web to learn about specific diseases, obtain information about health care providers, or 
review public data about the effectiveness of medical institutions and protocols.  
 
Although consumers need to learn how to use the data judiciously (Pew says only 15% of users 
say they always check the source of the information), the Internet has become the “go-to” 
resource for consumers in their search to healthcare answers. 8

 
Users search specific diseases and/or treatments; advice on diet and nutrition; exercise and 
fitness; information regarding medications; information regarding doctors, hospitals and insurers; 
alternative treatments and much more.  
 
While simple searches have been available at slower Internet speeds – expanded uses of audio 
and now video will require many fold increases in the bandwidth available to consumers.  Audio 
“Podcasts”; streaming video for patient care education; and, two-way interactive real time video 
for physician Tele-homehealth consultations also require many times more bandwidth than 
provided by dial-up connections or lower speed broadband.   Just recently physicians have 
demonstrated how iPhones may be used to send or view high-quality heart images. 9 With each 
new application, high-speed, always-on broadband connections will become increasingly 
important to maximize the opportunities for enhanced health outcomes.    
 
Practitioners, too, are taking advantage of broadband to learn in real time about the experience 
the other clinicians at institutions and facilities of all sizes and in all parts of the world. 

That is why officials of the National Library of Medicine -- who have led federal government 
efforts to promote the next generation of Internet services for healthcare -- maintain that timely 
access to information about best medical practices is fundamental to quality patient care and 
good outcomes.   Managing this information is critical to transforming healthcare so that can 
patients can make informed decisions; administrators can facilitate the orderly flow of patients 
through an increasingly complex healthcare system, and clinicians can keep up-to-date about 
best treatment and practice options on behalf of their patients.  

The sheer volume of accumulated healthcare and medical information is daunting.  The NLM  
MEDLINE database contains more than 15 million records from 5,000 selected publications.   
More than 600,000 peer-reviewed medical journal articles were added in 2006.10  

Moreover, there are millions of clinician consults, and billions of healthcare insurance claims 
filed annually in the United States.  
 
Information technology can help America meet the challenge.  It’s all part of what the Center for 
Healthcare Transformation calls “an Intelligent Health System” that can turn the problem of 
inadequate outcomes and rising costs into two great 21st century opportunities:  

• An Intelligent Health System (that) will improve health outcomes, improve the quality of 
life, lead to longer lives at lower cost and save individuals, companies and governments 
billions of dollars.   

• An Intelligent Health System (that) will be the greatest single 21st century source of high 
paying jobs and foreign exchange earnings as people across the world discover they want 
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the quality of life, the level of health, and the effectiveness of health care which the 
American Intelligent Health System will make possible.11 

Improving Patient Care Administration 
 
Information technology also can help with the dizzying array of paperwork including hand 
written referrals, prescriptions, authorizations, insurance claim forms, doctors orders and more.  
The paper blizzard adds up to huge system inefficiencies and needless costs.  Researchers have 
estimated that bureaucracy alone may account for as much as 1/3 of all US health system costs -- 
an amount that now likely exceeds well over $300 billion annually. 12  
 
Patient care administrative information is often inaccurate, redundant, and difficult to share 
across the system. The results for patients can be disastrous.  Among the risks: dangerous 
treatment delays; inadvertent disclosure of sensitive personal information; patients lost in the 
system; missing critical information like drug allergies; or, people who (on rare occasion) 
tragically receive the wrong care because they may have been misidentified.  
 
Part of the answer lies with the secure integration of information technologies across the 
healthcare enterprise for patient care administration and management.  
 
Broadband computer-based network systems can help provide a range of administrative tools and 
control of patient care management and medical records   
  
Examples include: online call scheduling for clinicians; online provider resource directories for 
patients; and sophisticated appointment software for patients and healthcare administrators to 
better communicate.  
 
Electronic claims submission and processing via high-speed networks is critical given the sheer 
volume and complexity of today’s billing environment.  VOIP (voice over Internet Protocol) 
offers remote rural patients a low-cost way in which to communicate with their provider 
regarding scheduling, adherence to treatment plans, and follow-up care.  
 
The promise is exemplified by experience at the University of Illinois Chicago Medical Center, 
where implementation of its electronic record system has produced dramatic improvements for 
patient care management:  
 
•  The number of patients seen without a medical record on hand was reduced by 40 

percent, and physicians spent 30 percent less time looking for chart. 
 
• More than 5,000 annual radiologist hours went to patient care, which meant that each 

radiologist spent about five fewer hours per week reviewing medical records. 
  
• Physicians saved five hours per week reviewing resident orders, because they can be 

accessed on computers in real time.  
  
• Chart pull requests dropped 75 percent and should decrease more as the providers 

automates it across the entire enterprise. 
 
• The elimination of 12 paper forms. 
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• Universal availability of patient records.  Before installing the system, patient records 

were not available about 40 percent of the time when a patient first arrived for care. The 
records are now available 100 percent of the time.13    

 
Better recordkeeping also can improve clinical outcomes.  St. Luke’s Health System in Kansas 
City, Missouri reports that digitizing record keeping across its 11-hospital system meant its 
medical staff had immediate access to patient data, test results, and lab work.  St. Luke’s credits 
the advance in information technology with a stunning 38 percent stroke reversal rate, which 
compares to a national average of four percent. [SOURCE ATT CASE STUDY]. 14  
 
Administrators also estimate that establishment of a regional information network that links all 
health care institutions in the Kansas City area would ultimately save $13-$20 million a year.15  
 
Empowering Patients - The Personal Health Record  
 
Broadband also facilitates better record management by consumers themselves. 
 
In our highly mobile society, healthcare consumers are constantly challenged to find appropriate 
care when and where it is needed. People move, change jobs, or may face multiple conditions 
that necessitate a variety of healthcare providers over time. The system is highly diffuse and 
largely uncoordinated.     
 
And yet patients are increasingly being viewed as an integral part of their own care giving team – 
challenged to work closely with their physicians, allied healthcare professionals and advocates in 
a collaborative manner.  
 
Under these circumstances, access to accurate and timely patient care data may be crucial to 
successful outcomes.  And yet all of a patient’s longitundinal healthcare information is rarely 
found together in one place – let alone readily available from any place when needed.  
 
An Internet-based set of tools known as the Personal Health Record (PHR) offers a forward-
looking opportunity to help track and organize this information for ready access by the care 
giving team.  
 
“Keeping your own personal healthcare record allows you to provide doctors with valuable 
information that can help improve the quality of care you receive,” according to the American 
Health Information Management Association.  A PHR can help reduce or eliminate duplicate 
tests and allow you to receive faster, safer treatment and care in an emergency. In short, a PHR 
helps you play a more active role in your healthcare.” 16

 
Many companies have produced sophisticated, yet easy to use, PHRs that will help further drive 
the consumer movement in healthcare.  In a bid to cut health costs through better patient 
outcomes, a number of major U.S. companies are participating in a non-profit venture, called 
Dossia http://www.dossia.org/home to speed the use of PHRs. 17
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Telemedicine: Quality Care Courtesy of Broadband 
 
Perhaps the most exciting and far reaching link between broadband and health care is the 
emerging area of telemedicine – real-time clinical interventions involving caregivers and patients 
in geographically distant locations.  Telemedicine programs include emergency intervention, 
such as a Georgia program that enables stroke specialists to provide potentially life-saving 
assistance to victims in remote areas; the transmission of medical images for diagnosis by distant 
experts; remote in-home monitoring for post-operative care and chronic disease; and even 
robotic surgery.18

 
These clinical programs deliver care to patients in underserved communities, connect patients to 
specialists at remote locations, cut down on long-distance transport of sick patients, and 
generally narrow the care gap between communities.   As the Alliance for Public Technology 
summarized in a recent report on broadband:    
 
 “Using broadband connections, patients can check their pulse, screen their vision, monitor blood 
pressure, blood oxygenation, temperature, glucose levels and heart function and send this 
information in real-time to the medical staff.  Patients and providers also can interact online 
through videoconference activated by touching the appropriate icon.  Once connected, a clinician 
can use a stethophone to expand examination of the patient.” (Alliance for Public Technology.  
Achieving Universal Broadband: Policies for Stimulating Deployment and Demand) 19

 
Jon Linkous of the American Telemedicine Association put it this way:  “Broadband Internet 
access to hospitals is becoming a critical tool in the delivery of medical services.”  
 
There are now hundreds of clinical telemedicine programs throughout the nation that rely on 
broadband connections.  
 

• The Alaska Federal Healthcare Access Network (AFHCAN) is linking more than 248 
sites including: military installations; Alaska Native health facilities; regional hospitals; 
small village clinics; and, state of Alaska public health nursing stations for a range of 
healthcare services using a variety of high-speed broadband services including satellite.  

 
• In Ware County Georgia, the public health department is using T1 connections over a 

Wide Area Network to link 16 county health departments in Southeast Georgia to 
establish critical service links for children with special health care needs.    

 
• The Downstate Illinois Regional Telehealth Program is using T1 lines, DSL, and Cable to 

develop community-institutional partnerships to strengthen local health care capacity 
through the use of advanced technologies. They provide medical education and training 
to 52 rural hospitals – including 32 critical access hospitals – using videoconferencing, 
satellite broadcasts and web streaming.  

 
• Although still in its infancy, remote robotic surgery has been successfully demonstrated 

on many occasions including recently at the 86th Annual Congress of the American 
College of Surgeons, where Johns Hopkins physicians at McCormick Place in Chicago 
performed a remote-controlled and computer assisted minimally invasive procedure on a 
patient located in Baltimore.  
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• The 82 site Missouri Telehealth Network has provided services in more than 15 different 

medical specialties, with a majority of the work coming from radiology, mental health, 
dermatology and cardiology. To date, more than 11,000 interactive video encounters and 
57,500 Teleradiology exams have been conducted.  The  Missouri Telehealth Network 
uses T1 (Frame Relay) connections to each site to   provide dynamic bandwidth 
allocation for voice, video and data. 

 
• Since its inception in 1993, the Eastern Montana Telemedicine Network has conducted 

15,728 clinical encounters averaging over 1200 encounters annually. Tele-mental Health 
services are EMTN's leading medical application.  Other clinical applications include 
specialty areas of cardiology, nephrology, diabetes education, emergency medicine, ENT 
and radiology. The program uses T1 connections for videoconferencing.  

 
• The Tillamook, Oregon Lightwave Telehealth Technologies project is designed to 

provide broadband service between emergency care providers, the county health 
department and hospital using a virtual private network to share critical information in 
support of emergency care services.  

 
• University of South Dakota Health System is using T1 terrestrial lines and Satellite 

connections to frontier rural areas of the state to provide teleconsultation for high-risk 
newborns.   

 
• University of Tennessee Health Sciences Center is using Satellite links to provide 

Telehealth services for diabetic patients in largely Hispanic and underserved frontier 
communities.  

 
• The University of Arkansas’ ANGELS program connects physicians at more than 40 sites 

with pregnant women in rural communities to improve pre-natal care and reduce the 
number of low birth weight babies.  In 2005, the program’s call center received an 
average of 2,500 calls a month and facilitated more than 400 critical hospital transports. 

 
• Sentara Norfolk General Hospital was the first hospital in the nation to fully deploy and 

independently test a highly sophisticated remote Intensive Care Unit  monitoring system 
to promote team work on-line, so that expert care may be available 24/7 even when the 
clinicians are not at the patient’s bedside.   An elaborate network of cameras, monitors, 
and two-way communication links, using high-speed T1 lines enables doctors and critical 
care nurses at the eICU® command center to make virtual rounds of patients. 

 
• The REACH program, initially established by the Medical College of Georgia, puts 

stroke specialists in touch with rural hospitals and physicians statewide for consultation 
on key treatment options during the critical three hours after a stroke. 

 
• In concert with the Virginia Tech Network Virginia program, the Southwest Virginia 

Alliance for Telemedicine is using ATM T1 connections at each site to provide clinical 
consultations for pediatric cardiology, diabetic retinopathy, radiology, and dermatology.   
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• Now, through the Office of Telemedicine of the University of Virginia Health 
System, the Alliance has been able to offer connectivity to soldiers deployed in  Iraq with 
family members at home in Virginia through the telemedicine network. 

 
 
Disease Management 
 
Some of the biggest challenges facing our healthcare system include the ongoing care and 
treatment of millions of American patients with chronic conditions and diseases including 
arthritis, asthma, cancer, diabetes, heart disease, and complications of obesity.  
 
A report for the California Health Care Foundation found that use of a particular type of clinical 
information system known as a disease registry can greatly improve care by helping physicians 
and allied care givers to better identify and then reach out to patients in support of ongoing 
intervention.  
 
Computers are used to capture and manage information on specific conditions.   Reports may be 
generated internally or – if adequate communications are available – within or across networks.  
Increasingly, disease registries are being maintained on securely accessed web sites for ease of 
access.  
 

• Providence Health System, a network of more than 50 medical centers in the Pacific 
Northwest, maintains an active disease registry reporting system that is fully integrated 
into its electronic system of health records for more than 300,000 patients.      

 
• The University of Washington Physicians Network has implemented a diabetes 

management program using registry systems as part of an electronic medical records 
system.    

 
Other examples cited by CHCF include an Asthma Registry of the Cambridge Health Alliance, 
the Central Jersey Physician Network, and the Disease Registry of Intermountain Healthcare, and 
a Diabetes Registry of Sutter Medical Center in Santa Rosa, California.  20

 
Remote Monitoring: Bringing Care Home; Keeping Patients Active  
 
Increasingly, healthcare providers are working with patients to provide disease management 
services and patient care monitoring directly into patients homes, at alternate care delivery sites, 
and even during work and play.  
 
Telehomecare has emerged as one of the most important applications of broadband 
communications. Using two-way audio and/or video consultations into the home Telehealth has 
been shown to be extremely safe, effective, and convenient for patients, families, and healthcare 
providers.  Remote monitoring of EKG, oxygen levels, vital signs, heart and lung sounds and 
weight are all now routinely available. Handheld devices allow patients to help manage their 
chronic diseases through better compliance with treatment plans. 
 
With reliable monitoring, patients can go home sooner after hospitalization and stay home longer 
before returning to a medical care institution.   Always-on broadband monitoring means changes 
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in vital signs or key disease indicators can be spotted when they happen – not just when a 
visiting nurse or other health care professional takes a measurement.   In essence, monitoring 
devices mean the patient and caregivers are connected between visits. 
 
And, early empirical evidence suggests that dollar savings are large and medical outcomes are 
better. 
 
The Pennsylvania Homecare Association has compiled research results from across the nation. In 
Pennsylvania, homecare agencies including visiting nurse associations, hospices and home health 
agencies are using more than 2000 telehealth monitors in people’s homes.  As indicated, a Penn 
State cost analysis of diabetes patients showed monitored through telehealth visits showed 
estimated hospital costs of $87,327 for patients monitored through telehome health, and 
$232,872 for patients that only received traditional homecare by a nurse.  21

 
A University of Tennessee Medical School Telehomecare Study found that 98 percent of patients 
were satisfied with telehomecare, and that 100 percent said the equipment was easy to use. 22

 
A study by the Veterans Administration found that remote monitoring of health conditions could 
reduce the number of emergency room visits by 40 percent, cut hospital admissions by 63 
percent, and reduce the number of days in the hospital by 60 percent.23

 
Remote monitoring also boosts the productivity and effectiveness of medical care.   In Eddy New 
York, the visiting nurse service has installed more than 200 patient units in home and uses four 
central nursing stations to improve nurse productivity by reducing the need for in-person visits.  
One nurse may monitor more than 100 patients daily. Patient care has improved as hospital and 
emergency room visits have decreased. 24   
 
In a December 2005 study, Economist Robert Litan of the non-profit Kaufman Foundation 
observed: “Savings from broadband-based remote monitoring for all chronically ill patients are 
potentially quite remarkable – as much as 30 percent of all hospital, out-patient, and drug 
expenses.”25

 
Remote monitoring has enormous potential beyond the home.  Wireless broadband can enable 
patients of any age to live fully active lives outside the home – to pursue their careers and leisure 
interests secure in the knowledge that chronic health issues are under silent observation by 
various monitoring devices. 
 
For example, new wireless broadband-enabled devices can be implanted in patients’ chests to 
enable remote monitoring of cardiac-related events such as blood pressure changes, heart rate 
changes and fluid buildup. Physician alerts can be automatically generated, and patient 
symptoms addressed quickly.  A study by Medtronic, which is seeking FDA approval for one 
such devices showed a 41 percent reduction in hospitalizations in its study group26 The Medical 
Center of South Carolina is already running a program in which implanted cardiac defibrillators 
are beaming data back to doctors on a regular basis. 
 
A range of other monitoring devices provide similar support for patients with other chronic 
ailments.   One company is working on a bandage that can take glucose readings without 
puncturing the skin and relay key readings directly to a care providers office or monitoring 
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location – bypassing the lab analysis required with a traditional blood test and without requiring 
the patient to even pause whatever they are doing. 
 
Overcoming Healthcare Provider Shortages  
 
Broadband-enabled telemedicine can also help mitigate the impact of shortages and mal-
distribution of specialty trained physicians, nurses and allied healthcare professionals – a 
problem that may grow more acute as the current caregiver population grows older.    
 
For example, the National Rural Health Association notes that by 2010, 40 percent of all 
registered nurses will be 50 years old or older.  It estimates that the United States will need 1.7 
million nurses but only 635,000 will be available.  The shortages are especially acute in rural and 
remote frontier areas and many inner-city communities.27

 
By facilitating remote consultations, telemedicine can effectively expand the capacity of the 
healthcare system and help fill the gaps that exist in coverage, extending the reach of clinicians 
into shortage areas.  
 
“First and foremost, Telehealth methodologies by their very nature are designed to address the 
problem of provider mal-distribution through providing clinical care at a distance in either rural 
or urban settings.” [Telehealth and Healthcare Provider Shortages Position Statement from the 
American Telemedicine Association, July 2007] 28

 
These technologies also can be used to help mentor, train, and provide continuing education to 
busy healthcare professionals who cannot otherwise take the time from their remotely located 
practices to travel for education.  Using well developed distance education technologies 
including two-way interactive audio and video, clinicians may now remain in their communities, 
while keeping current with the latest medical advances, protocols and procedures.   Technology 
also may help address shortages by promoting new models of practice that improve the 
effectiveness and efficiency of the care process.  

 
 
Healthcare Transformation  - State and Federal Efforts  
 
State and Federal assistance have played a valuable role in the early successes in telemedicine 
and IT-based health initiatives.  Congress has provided hundreds of millions of dollars in grant 
funding through the Departments of Agriculture, Commerce, and Health and Human Services.  
State governments have also provided key resources. Thousands of ongoing “e-Health” programs 
trace their existence to the public-private sector research partnerships that have grown from 
government initiatives.      
 
Government also has direct patient-care responsibilities for tens of millions of Americans, 
including military personnel, and is increasingly turning to IT-based solutions to support active 
duty military and veterans.  For example, DoD Health Affairs is working to deploy its AHLTA 
electronic medical record system worldwide among more than 9 million service members, 
retirees, and their families.   The Veterans Health Administration (VHA) – the largest integrated 
healthcare system in the world – has been a leader in this area. 
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Nearly 30,000 veterans are now cared for remotely using Telehome health provided by VHA.  
Soon nearly 200,000 patients per year will be screened for diabetes and eye conditions using 
Tele-retinal imaging.  The VHA also uses high-speed connections to link up its 21 Polytrauma 
Rehabilitation Centers for military personnel who have experienced severe injuries, including 
Post Traumatic Stress Disorder.  And its VistA (Veterans Health Information System and 
Technology Architecture) is the most widely used health information technology system in the 
world among 193,000 healthcare professionals and millions of veterans in care facilities.   The 
VistA Imaging multimedia on-line patient record (available in most VA Medical Centers) is 
possible only because of robust broadband connections.   
 
A new Federal Communication Commission Telemedicine pilot program seeks  to facilitate the 
creation of a nationwide broadband network dedicated to health care, connecting public and 
private non-profit health care providers in rural and urban locations. Building upon existing 
Universal Service Fund efforts -- the FCC wants to encourage statewide and regional networks to 
connect government research institutions, academic medical centers, and public and private 
healthcare organizations that serve as repositories of medical expertise and information.   
California is seeking $39 million from the FCC program for a “California Telehealth Network” 
that would employ broadband to link 319 health care sites throughout the state.  Eventually, the 
state hopes to link every one of California’s healthcare providers on a single broadband network.  
 
 
Policy Adjustments Needed 
 
Continued advances in health-related IT and telemedicine will require adjustments in federal, 
state and private sector rules and policies to encourage health care providers to fully embrace the 
opportunities and to lower some key barriers to telemedicine.  Broadly, the emerging field faces 
a host of organizational, financing, regulatory, security, standards, and other related technology 
issues.   In particular, health care practitioners need assurance that telemedicine interventions 
will be reimbursed by both public and private sector insurance programs.   
   
To start, healthcare organizations must be committed to change, and open to adopting new 
technology-assisted approaches to improve access to quality and cost-effective services.  
Institutional policies must reflect a commitment to IT adoption.  Patient-care advocates must 
appreciate how healthcare IT tools may help them achieve the proactive consumer services they 
seek.  And payers -- including public and private sector insurers -- will have to significantly 
change their policies to account for the value-added benefit that healthcare information 
technologies bring to both benefits and care management.    
 
Below is some of what is needed from a policy perspective: 
 

• Healthcare IT projects must be adequately capitalized  – even when down stream 
 program revenues are merely projected.  Unfortunately, government healthcare financing 
 agencies (i.e. CMS) are focused on year-to-year budgets and do not acknowledge 
 forecasted “out-year” savings that should accrue from technology investments.    
 

• Financial incentives must be aligned – so that organizations that pay for the technology 
are the same ones that realize the benefits. Small group practices, clinics, and hospitals 
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would be more willing to make capitol investments and incur ongoing costs if they knew 
that eventual system savings would be reflected in their payments.      

 
• Reimbursement systems including Medicare and Medicaid should consider Telemedicine 

and  e-Health provided care as “covered services” -- subject to the same program benefits 
and rules as other medically provided services.  

 
• Capitol adjustments and tax incentives to encourage equipment purchases should also be 

enacted. Chronic care and disease management organizations should consider how IT 
adoption can reduce costs under capitated or managed care payment systems.    For their 
part, healthcare organizations must start building advanced IT purchases into their 
budgets. 

 
• FDA decisions about whether (and to what extent) Telemedicine and related hardware 

and software technologies constitute “medical devices” should be designed to encourage 
the introduction of new technologies that support telemedicine 

 
• The Centers for Medicare & Medicaid Service should modify Stark Law self-referral 

prohibitions and also “safe harbors” to allow electronic health records and e-prescribing 
without fear of violating anti-kickback laws.  

 
• To ensure safe, reliable and effective care delivery, the healthcare industry must help 

“self-regulate” the implementation of healthcare IT through the development and 
diffusion of new standards.  

 
• Private sector organizations including: the American Healthcare Information 

Management Association (AHIMA); American Telemedicine Association (ATA); 
Continua Health Alliance; and, the Healthcare Information Technology Standards Panel 
(HITSP) are all working to address various aspects of practice guidelines and needed 
clinical and technical standards.   

 
• Accreditation, certification, and licensure of healthcare facilities and of professionals 

must be adjusted to address telemedicine.     The Joint Commission for the Accreditation 
of Healthcare Organizations (JCAHO) has established and continues to review its 
accreditation and certification policies in this area.  State-based physician licensure 
system that has often been viewed as a major impediment to the growth of telemedicine 
services provided across state-lines and may require adjustment.     

 
• Public policymakers and private institutions also must find ways to protect the 

confidentiality and security of medical records and individually identifiable health 
information in an increasingly electronic environment.   

 
In a recent white paper entitled: Telemedicine, Telehealth, and Health Information Technology, 
the American Telemedicine Association put it this way: 
 
 “Much is yet to be done. Interoperability has not yet been achieved in the rapidly expanding 
applications in such areas as home Telehealth and remote monitoring for patients and consumers. 
Fortunately, recent expansion in the telemedicine market, falling costs in the development of 
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new technology and the convergence of telemedicine and other HIT applications provides new 
opportunities to create technical standards.”  
 
ATA also noted: “the telemedicine community also needs to further develop unified protocols 
and guidelines for both clinical and administrative activities related to remote patient care.” 29

 
The Core Requirement: Broadband for All 
 
But for all of the required policy and regulatory adjustments, telemedicine rides on the back of 
broadband, and the most critical prerequisite for success will involve spreading high-speed 
broadband to every corner of America – especially geographically remote communities that tend 
to lag behind in both Internet access and healthcare.   If we succeed, we can resolve two 
challenges at once.  When every American has broadband, every American will have more 
health care options as well. 
 
In a 2006 paper, Telemedicine pioneer Max Stachura, a physician and Director of the Medical 
College of Georgia Center for Telehealth, explained it thusly:  
 
“Many aspects of telehealth are dependent on access to high-speed broadband networks, bi-
directional transmission speeds, and quality of service that will guarantee stable transmission of 
video and other health data. Without robust and ubiquitous broadband networks, Telehealth 
applications lose many of their important functionalities.  Broadband network customization is 
also an important attribute of Telehealth applications.” 30

 
Telemedicine and the ability of broadband-powered technology to help deliver better quality and 
more cost-effective health care is one more reason why the Internet Innovation Alliance is 
working to bring affordable broadband access to every American. 

With each passing day, the Internet assumes a more significant role in people’s daily lives.  
Maintaining it, keeping it robust, and expanding it so it can deliver more and better services to 
more Americans must be a national priority.  

IIA does not have the solution to America’s health care crisis.  We do not know the best way to 
deliver insurance coverage to every American or how to give every person in our country access 
to quality health care.   But we do know that broadband can deliver enhanced medical services 
and that tens of thousands of Americans – many in chronically underserved communities – are 
already benefiting from better health care because of broadband.   If we close America’s digital 
divide in broadband, we will help close the divide in health care as well. 
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Information technology (IT) is a major driver of innovation and 
economic growth.1  Health IT promises to revolutionize health 
care by improving the quality and containing the costs of care.  

For the American health care system to benefi t from advances in IT, 
it must adopt electronic health records (EHRs).  An EHR2 contains 
the complete medical history of a patient, including a full listing of ill-
nesses, laboratory tests, treatments, drugs administered, and allergies.  

Health IT is not just about merely digitiz-
ing medical records to create a paperless 
offi ce, although doing this will achieve 
considerable savings—it is also about 
fundamentally transforming the health 
care system so that both doctors and 
patients have access to information and 
tools that allow them to better manage 
their care.  This new IT-enabled model 
of health care has the potential to im-
prove preventive health care and chronic 
disease management and reward medical 
practices with fi nancial incentives for ef-
fective and effi cient care.  It has the po-
tential to give health care researchers the 
data they need to identify and deliver best 
practice care and continuously improve 
the quality of health care.  Finally, health 
IT has the potential to empower con-
sumers to better understand and manage 
their own health care conditions, needs, 
and treatments.

Recognizing the importance of IT to 
health care, President Bush issued an ex-
ecutive order in 2004 calling for the rap-
id deployment of a nationwide interoper-
able health information technology net-
work, including EHRs for all Americans, 
within 10 years.  The U.S. Department of 
Health and Human Services (HHS) has 
led this effort.  Unfortunately, the results 
of the national health information net-
work initiative to date have been disap-
pointing.  So far, for example, HHS has 
not established comprehensive standards 
for the network.

The strategy of building the network 
from the bottom up by establishing many 
regional health information organiza-
tions (RHIOs) throughout the country 
is not working.  More than 100 RHIOs 
have been established across the country, 
but the majority are fi nancially unsus-
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tainable.3  In the absence of clear national standards 
for sharing medical data, achieving system interoper-
ability for RHIOs has been diffi cult.  

Many medical practices are choosing to wait on the 
sidelines until national standards for EHRs emerge.  
Moreover, in part because most of the benefi ts of 
health IT accrue largely to parties other than health 
care providers, there is no convincing value proposi-
tion to encourage providers to make long-term invest-
ments in EHRs. In addition, medical privacy advocates 
have objected to efforts to move to EHRs, because 
they are concerned that existing privacy protections 
for patients are insuffi cient.

It is time to reinvigorate and renew our national strate-
gy for improving health care through the use of EHRs 
and other health IT.  Although the private sector will 
continue to engage in a number of projects to bring 
about change, the federal government also has an im-
portant role.  Now is the time for action, and Congress 
should commit to a new strategy.  

To help accelerate the transformation to an IT-enabled 
health care system, we propose that Congress take the 
following steps:

�  Pass legislation to promote the use of electronic 
health records and national health data stan-
dards.

�  Create a legal framework for health record data 
banks.

�  Leverage federal resources to ensure access to 
health record data banks.

�  Require medical practices to disclose patient 
health information electronically upon request.

HEALTH CARE IN AMERICA

The American health care system has some of the 
world’s best doctors, hospitals, and medical research 
facilities, and there is no question that top quality 
medical care is available to those who can afford it.  
Nevertheless, our health care system also has many 
problems, including costly and ineffi cient health care, 
improper or inadequate care, inequitable access to care, 
and diffi culty obtaining complete medical records.

With health expenditures of $2.0 trillion per year,4 the 
United States spends more on health care than any 
other nation.5  Sixteen percent of our gross domestic 
product is spent on health care, translating to approx-
imately $6,697 per capita.  Yet for all this spending, 
in 2000, the World Health Organization ranked the 
health care system in the United States as 37th in over-
all performance.6  

Many factors contribute to our low ranking in health 
care.  Unhealthy lifestyle choices such as poor diet, 
physical inactivity, and carrying excess weight contrib-
ute to the high cost of health care and morbidity rates.  
Currently, for example, nearly two-thirds of all U.S. 
adults are overweight.7  One study estimates that re-
ducing obesity rates could generate productivity gains 
of $254 billion and save $60 billion in direct health 
care spending.8  Another problem is that many people 
do not have access to affordable health care.  Almost 
47 million Americans, or 16 percent of the U.S. popu-
lation, do not have medical insurance.9  

Quality of care issues also plague our current health 
care system.  Some individuals do not receive the 
proper amount of care.10  Those who receive too much 
care or the wrong kind of care waste resources, while 
those who receive insuffi cient care may develop addi-
tional health problems.  In many instances, the health 
care that people receive is not based on the best avail-
able scientifi c evidence.  A study in 2007 found that 
children receive the recommended care less than half 
the time.11  A related problem is patient safety.12  In 
1999, a study by the Institute of Medicine estimated 
that between 44,000 to 98,000 people die every year 
as a result of medical errors.13  This statistic has since 
been disputed,14,15 but there is little question that more 
progress is needed to improve patient safety.16  

Furthermore, many individuals with chronic illnesses 
do not receive adequate or proper care in the current 
health care system.  Chronic conditions are those that 
“last a year or longer, limit what one can do, and/or 
may require ongoing medical care.” 17  More than 125 
million Americans have a chronic illness and more 
than 88 percent of the population aged 65 years and 
older has at least one chronic condition.18  As the popu-
lation ages, this number will continue to rise.  Care 
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for chronic conditions differs substantially from care 
for acute illnesses or infectious diseases.  Furthermore, 
chronic conditions are the leading cause of death and 
disability, accounting for 70 percent of all deaths in the 
United States.19  Poorly managed chronic illnesses such 
as cancer, heart disease, or diabetes lead to unneces-
sary suffering on the part of patients, as well as to inef-
fi cient uses of the health care system.  Approximately 
75 percent of all U.S. health care spending is for the 
treatment of chronic conditions.  

Access to medical record information is also problem-
atic under the current health care system.  Many Amer-
icans see multiple health care providers—the average 
Medicare benefi ciary, for example, sees seven different 
physicians each year20—and their health care records 
are fragmented.  The fact that consumers do not have 
a single, consolidated health care record makes it dif-
fi cult for patients to participate in managing their own 
health care.  It also means that many health care pro-
viders have incomplete information when they treat 
their patients.  For health care providers, this lack of 
information sometimes results in medical errors.  In-
complete patient information about allergies or other 
drug usage, for example, sometimes results in medica-
tion errors.21

Finally, the practice of medicine is still based in part on 
expert judgment rather than on evidence-based medi-
cine.  It is often diffi cult for doctors to know what the 
best standard of treatment is, particularly as new re-
search comes forward.  Moreover, the lack of data on 
treatment results makes it diffi cult for providers to de-
termine which treatments deliver the best results and 
are most cost-effective.22

BENEFITS OF HEALTH IT

Information technology (IT) has transformed indus-
tries such as fi nance, retail, and telecommunications 
by enabling greater effi ciency, better performance, and 
more consumer choice.  Unfortunately, the potential 
benefi ts of IT have yet to be realized in the U.S. health 
care sector.  Health care providers have lagged in their 
adoption of electronic health records (EHRs) and 
other health IT, even though many studies have dem-
onstrated that health IT offers societal benefi ts such 
as increases in effi ciency and health care quality.  Fur-
thermore, the lack of interoperability between EHR 

databases has minimized the potential benefi ts of IT 
for early adopters of the technology.

One area where the health care industry has success-
fully implemented IT is in electronic claims process-
ing.  Currently, the majority of medical practices use IT 
for electronic claims processing.  Title II of the Health 
Insurance Portability and Accountability Act (HIPAA) 
required the U.S. Department of Health and Human 
Services (HHS) to establish national standards for 
transmitting electronic health care data and national 
identifi ers for providers, health plans, and employers.  
The successful transition from paper-based claims 
processing to electronic claims processing illustrates 
the potential for improving other health care business 
processes.  A survey in 2006 found that 75 percent of 
claims were received electronically, compared with 44 
percent in 2002.23  Electronic claims processing result-
ed in greater effi ciency and lower costs.  Health insur-
ance plans processed 98 percent of claims within 30 
days in 2006, up from 94 percent in 2002.24  The aver-
age cost to process a “clean claim” received on paper 
is $1.58 versus only $0.85 for a comparable electronic 
claim.25

Researchers estimate, for example, that the annual savings from 

health IT could average almost $81 billion over 15 years.

Unfortunately, the medical community has not imple-
mented EHRs at anywhere near the same pace as it has 
implemented electronic claims processing.  Estimates 
show that only 25 percent of doctors use some form of 
EHRs, but less than 10 percent of doctors use a ‘“fully 
operational’ system that ‘collects patient information, 
displays test results, allows providers to enter medical 
orders and prescriptions, and helps doctors make treat-
ment decisions.’”26  There are no reliable estimates on 
the adoption rates of EHRs in hospitals, but some re-
searchers estimate that only 5 percent of hospitals have 
fully implemented a computerized physician order en-
try system, a key tool used to improve patient safety.27  

Although EHRs are by no means universal, a grow-
ing body of evidence summarized below shows that 
interoperable EHRs and other health IT will reduce 
health care costs, improve the quality of care, and give 
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consumers more access to their personal health infor-
mation and more control over their treatment options.  

Reduced Medical Costs

One reason EHRs and other health IT initiatives 
have received widespread bipartisan support is that 
they promise to reduce future U.S. health care costs.  
Estimates of the societal cost savings vary, but most 
studies show the benefi ts of implementing health IT 
greatly exceed the costs.  RAND researchers estimate, 
for example, that the annual savings from health IT 
could average almost $81 billion over 15 years.28  Other 
researchers have estimated national savings of $78 bil-
lion per year.29  

Much of the estimated national savings comes from 
increases in effi ciency such as shorter hospital stays 
because of better coordination, better productivity for 
nurses, and more effi cient drug utilization.30  In addi-
tion, EHRs provide doctors with more complete in-
formation about their patients, which reduces the need 
for duplicative and unnecessary medical tests.  RAND 
predicts that implementation of EHRs by all medical 
practices would cost approximately $8 billion per year 
over 15 years.  Thus, the rewards from investing in 
EHRs would far outweigh the costs.  

Investments in health IT such as clinical decision 
support systems (CDSS) also have the potential to 
improve care and reduce costs by increasing patient 
safety.  CDSS, which include automated diagnostic 
programs, computerized test result interpretations, 
and drug management systems,31 provide health care 
workers with real-time information to aid with treat-
ment and reduce medical errors.  EHRs feed CDSS the 
medical data they need to deliver timely and accurate 
results.  Thus, for example, an EHR could provide a 
comprehensive record of a patient’s allergies and medi-
cations history, which a CDSS could then analyze to 
detect known problems, thereby reducing harmful and 
costly medical errors.  Adverse drug events account 
for 19 percent of injuries in hospitalized patients in the 
United States and cost hospitals alone over $2 billion 
per year, not including malpractice costs or the costs of 
injuries to patients.32  One study found that health IT 
could eliminate around 200,000 adverse drug events at 
a national savings of $1 billion annually.33 

In addition to using EHRs and CDSS to improve pa-
tient safety, hospitals can use health IT in the form of 
operational decision support systems to analyze clini-
cal and fi nancial information.  Operational decision 
support systems can be used, for example, to evaluate 
resource utilization levels, component costs, and clini-
cian performance.34  Operational decision support sys-
tems that support administrative decisionmaking can 
help to ensure higher levels of effi ciency and improved 
business processes.35  Hospitals and other health care 
providers can use health IT to increase operational 
effi ciency.  Some hospitals, for example, have imple-
mented self-service kiosks for patient registration and 
providing copayments, thereby reducing patient wait 
times and decreasing staff utilization.36  Similarly, hos-
pitals that use telemedicine for patients with chronic 
diseases generated signifi cant cost savings.37  This type 
of automation also generates substantial monetary and 
time savings for patients, who benefi t from more ef-
fi cient health care encounters.

Improved Medical Care

EHRs are a prerequisite to using health IT to improve 
health care.  EHRs ensure that medical data are avail-
able, organized, and legible.  They also provide health 
care providers with real-time access to their patients’ 
health records.  Moreover, EHRs can help improve 
medical care by making it easier for doctors to provide 
evidence-based medicine.  Evidence-based medicine 
is the use of treatments deemed to be the best prac-
tice for a certain population, based on the evidence of 
expected benefi ts and risks.  Without suffi cient data, 
health care providers lack the knowledge necessary to 
effectively apply evidence-based medicine.38  CDSS 
use information from EHRs to help doctors improve 
medical care by increasing patient safety.  

The spread of EHRs is a classic example of a network 
effect, where the value of a product to one individual 
depends on the number of customers already using 
that product.  Health care providers, researchers, and 
consumers will reap the greatest benefi ts from EHRs 
once EHRs have been widely adopted.  At that point, 
EHRs will improve the quality and quantity of infor-
mation available to medical researchers and public 
health offi cials.  In addition, health care providers will 
be able to use rapid learning systems to develop new 
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clinical evidence from the data in EHRs, which can 
then be applied immediately to improve medical care. 
Physicians will be able to spot dangerous drugs and 
problems such as those that emerged with Vioxx more 
quickly.39 EHRs will also yield information that can 
help in evaluating the effectiveness of various treatment 
protocols, especially for specifi c patient populations.  
Health care providers will be able to use this informa-
tion to improve evidence-based medicine available to 
all patients. Public health offi cials will be able to use 
information from EHRs to identify possible outbreaks 
of infectious diseases and monitor treatment efforts.  

The goal of these applications is to give consumers the tools they 

need to manage their health information online as easily as they 

can manage their fi nances.

EHRs also promise to help improve Americans’ health 
by providing opportunities for improved approaches to 
disease prevention and chronic disease management. 
Health care providers and health plan issuers can use 
factors identifi ed in patients’ EHRs to automatically 
target specifi c high-risk patients for disease prevention 
programs.  Thus, for example, a health care provider 
might automatically e-mail educational material on nu-
trition to any patients who become overweight.  Al-
ternatively, a health care provider might wish to auto-
matically alert a set of patients identifi ed using factors 
in their EHRs about the availability of new preventive 
services, such as vaccinations and screenings.40  In ad-
dition, EHRs can allow doctors to easily and effi ciently 
inform their patients of new medical research as it be-
comes available.

EHRs can also make it easier for patients with chronic 
conditions to take an active role in their health care 
and routinely monitor their symptoms and treatment.  
One reason that some individual are not more actively 
involved in managing their own health care is that they 
have bought into the idea of the doctor as the expert 
where “the doctor knows best.”  EHRs, specifi cally 
when coupled with secure web portals, help give pa-
tients a stronger sense that they have control of and 
responsibility for their own care.  Certain EHR appli-

cations allow patients to track health markers such as 
their blood pressure, cholesterol, and body mass index 
to see how it changes over time and how they compare 
to “healthy” levels.  Thus, patients can use medical 
home monitoring devices to track and compare their 
health between offi ce visits.  

Health care providers can also use EHRs to improve 
care to patients with chronic diseases by offering ser-
vices such as remote vital-sign monitoring, automated 
appointment scheduling, and medication reminders.  
By combining continuous monitoring with remote 
health monitoring, health care providers can identify 
potential problems and recommend preventive treat-
ment.  Medtronic, for example, currently produces 
a number of implantable cardiac resynchronization 
therapy and defi brillator (CRT-D) devices that support 
remote monitoring.41  Using a wireless data reader that 
connects to standard telephones, patients can securely 
transmit the medical data recorded by these medical 
devices to their health care provider.  Their physicians 
can then review the patients’ health information re-
motely, thereby reducing the number of offi ce check-
ups.  Remote monitoring also gives patients more fl exi-
bility to travel because their physicians can access their 
health information when they are away from home. 

New applications of remote monitoring will likely build 
on existing devices that provide continuous health 
monitoring.  Currently, for example, there are several 
devices on the market that permit continuous moni-
toring of glucose levels in patients with diabetes.  The 
traditional approach to monitoring blood glucose lev-
els, using fi nger sticks, provides only a few data points.  
Continuous monitoring allows diabetic patients and 
doctors to track the patients’ glycemic patterns over 
time and also helps patients better understand the ef-
fect of certain behaviors on their glucose level.42

Increased Patient Access to Personal Health Information

Unlike paper medical records which most patients 
never see, EHRs provide individuals with ready access 
to their personal health information.  Comprehensive 
EHRs reduce paperwork and enable patients to view 
a consolidated record of their entire medical history, 
including health information from different sources.  
With information in electronic form, consumers can 



PAGE 6THE INFORMATION TECHNOLOGY & INNOVATION FOUNDATION  |   OCTOBER 2007     

access their critical medical information even in emer-
gencies such as natural disasters or illnesses while trav-
eling.  Because they can easily access their EHRs, they 
can review them for accuracy and take steps to correct 
errors.  

Many Americans have multiple doctors, each with his 
or her own specialty.43  Interoperable EHRs ensure 
that when patients see a new doctor, they can provide 
their full medical history to that physician.  The ability 
to supply such information will also help individuals 
with employer-provided health insurance who must 
switch doctors when they change jobs.  The average 
American worker will have held 10 jobs between the 
ages of 18 and 40.44

The health care industry can potentially use EHRs to 
provide consumers more detailed information on the 
cost and effectiveness of various treatments.  These 
data will allow consumers to make better judgments on 
the value of their treatment options and reward qual-
ity care.  Patients can use better data on infection rates 
and complication rates, for example, to make more 
informed decisions about their own health care treat-
ments.  Some people, such as Andrew L. Stern, presi-
dent of the Service Employees International Union, 
have expressed doubts that the average American has 
the capacity and interest to analyze this information,45 
but such doubts are not supported by the facts.

A survey in 2005 found that 80 percent of Internet 
users have looked for health information online.46  In 
addition, many online applications, including Web-
MD, Revolution Health, and Microsoft HealthVault, 
have emerged to allow consumers to track and analyze 
their personal health information.  The goal of these 
applications is to give consumers the tools they need 
to manage their health information online as easily as 
they can manage their fi nances.  Thus, for example, 
secure web portals will allow consumers to book their 
doctors’ appointments online, make copayments, get 
insurance reimbursements, and get their prescriptions 
fi lled. Consumer demand for EHRs is growing, and 
many people have embraced the technology when it is 
available.  One of the leading EHR software companies 
reports that its product is used by more than 58 million 
people, mostly in large multi-specialty practices.47  

One of the nation’s leading EHR systems has been 
implemented by Kaiser Permanente, the nation’s larg-
est not-for-profi t health plan.  This system, called KP 
HealthConnect, allows patients and providers instant 
access to their medical information.  Physicians use the 
system to place orders, review laboratory results, and 
access their patients’ medical histories.  Health plan 
members access the information using a secure web 
portal that allows them to review laboratory results 
and offi ce visits, as well as to communicate with their 
providers.  As of mid-2007, 1.4 million Kaiser Per-
manente members had signed up for online access.48  
One study found that after introducing EHRs, Kai-
ser Permanente reduced visits to primary and special-
ist outpatient care by 5 to 9 percent.49  Another study 
found that annual adult primary care visits decreased 
between 7 to 10 percent among patients who commu-
nicated with their providers electronically.50  Kaiser 
Permanente intends to deploy additional functionality 
to the web portal in the future to allow health plan 
members to make copayments and schedule their ap-
pointments online.51  

Kaiser Permanente serves a dual role as health care 
provider and insurer that gives it a stronger incentive 
to invest in health IT than some other entities and al-
lows it more easily to implement and benefi t from IT 
investments than some other entities.  Nevertheless, 
KP HealthConnect demonstrates the potential for 
EHRs to improve health care for both consumers and 
health care providers.

OBSTACLES TO HEALTH IT ADOPTION

Given all of the potential benefi ts of EHRs and oth-
er health IT, it is perhaps surprising that the rates of 
EHR adoption and use in the United States are not 
higher.  Three major obstacles have delayed the wide-
spread adoption of EHRs: the asymmetrical relation-
ship between the costs and benefi ts of adopting EHRs, 
the absence of a national standard and consensus for 
interoperability requirements, and concerns about the 
security and privacy of personal health information.  
Fortunately, all of these major obstacles can be ad-
dressed through improved federal policies.
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Asymmetry of Costs and Benefi ts Associated with EHRs

The asymmetrical relationship between the costs and 
benefi ts of adopting EHRs, coupled with the general 
lack of competition in the health care marketplace, has 
reduced the incentive for health care providers to in-
vest in the needed IT systems.  A 2006 survey found 
that 94 percent of hospitals considered the initial cost 
of EHR adoption as a “signifi cant barrier or somewhat 
of a barrier.”  In addition, hospitals reported ongoing 
cost as the second greatest barrier to health IT adop-
tion.52  From the standpoint of medical practices, es-
pecially solo or small group practices where more than 
two-thirds of U.S. physicians work, cost is an even big-
ger issue.  

Although the net social benefi t of investing in EHRs is 
positive, the return on investment for individual medi-
cal practices is less certain.  One of the biggest prob-
lems is that medical practices incur most of the costs 
of adopting EHRs, but health insurers and patients re-
ceive most of the benefi ts.  One industry observer esti-
mates that medical practices “bear 80 percent or more 
of cost and cultural change burden, but payers get 80 
percent or more of the savings.”53  Another estimate is 
that physicians receive only 11 percent of the fi nancial 
savings, with the rest going to “insurers, laboratories, 
and patients.”54  This asymmetry of risk and reward 
makes it diffi cult for many medical practices to justify 
an investment in EHRs, where they are slow to reap 
the benefi ts. 

Solo and small group medical practices have been 
slower to adopt EHRs than large practices.  Adopt-
ing EHRs requires a substantial initial expenditure for 
equipment, software, installation, and training.  One 
study found the average cost of initially implement-
ing EHRs was approximately $33,000 per physician.55  
Medical practices paid on average an additional $1,500 
per month per physician for maintenance costs.56  Of-
ten these capital expenses come directly from the phy-
sician’s take-home pay, because most practices do not 
have retained earnings to cover these types of expens-
es.57   Apart from bearing such costs, medical practices 
must integrate EHRs into their workfl ow so they can 
benefi t from the technology.  The process of adapting 
workfl ow is often diffi cult.  Some health care workers 
resist using the new technology, and productivity can 
suffer during the transition period.  One study found 

that physicians lost 10 to 15 percent productivity for 
the fi rst few months after implementing EHRs.58  Even 
with such costs, one study found that the average med-
ical practice generated enough benefi ts from adopting 
EHRs to pay for its investment after 2½ years.59  On 
the other hand, some practices did not fare nearly as 
well.

For solo and small medical practices in particular, in-
vesting in EHRs is a risky proposition, because such 
practices face the possibility that the benefi ts of adop-
tion will not cover the cost of implementation or that 
the initial costs will jeopardize the practice’s fi nancial 
solvency.  Many medical practices lack managers with 
the skills and experience necessary to make strategic 
investments in health care IT.  One study found that 
the costs involved with deploying EHRs was heavily 
infl uenced by the negotiating and technical skills of the 
employee charged with implementing EHRs, typically 
a physician or offi ce manager.60  Similarly, the amount 
of benefi ts accrued by an offi ce after adopting EHRs 
depended on the business and technical skills of that 
same employee.

Many early initiatives by hospitals refl ected a naïve vi-
sion of how IT should be integrated into their work-
fl ow processes.  In many cases, hospitals began devel-
oping IT systems without defi ning clear strategic goals 
and metrics for measuring performance.61  IT systems 
are not simply “plug-and-play” products and hospi-
tals must consider the extensive training, support and 
workfl ow process development that need to accom-
pany these investments.62  As a result, hospitals have 
wasted millions of dollars on health IT systems that 
failed to generate cost-saving benefi ts.  The Cedars-
Sinai Medical Center, for example, spent $34 million 
to develop its own in-house computerized physician 
order entry system that ultimately had to be shelved 
after a few months of use because clinicians found it to 
be too cumbersome.63  

The average cost per physician of adopting EHRs is 
higher for solo and small practices than for large prac-
tices.  Larger practices can reduce the average cost of 
expenditures for hardware, software, and training by 
spreading them across multiple doctors.  Similarly, 
hospitals have the potential to achieve greater benefi ts 
from EHRs by taking advantage of economies of scale. 
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Unfortunately, with two-thirds of U.S. physicians 
working in solo or small group practices, the barriers 
to the adoption of EHRs for small group practices are 
a major impediment to the transformation to an IT-
enabled health care system.64  Eventually, some of the 
smaller medical practices may consolidate into larger 
practices to take advantage of the cost savings.

Lack of National Interoperability Standards 

The absence of national standards for interoperability 
and the exchange of health information has hindered 
the development of a national health information net-
work.  Interoperability is necessary for medical data to 
be exchanged between health care systems.  Medical 
information must be shared between multiple entities 
including hospitals, clinics, laboratories, pharmacies, 
insurers, and patients.  The development of standards 
such as HTML for web pages and SMTP for e-mail, for 
example, facilitated the growth of the Internet.  These 
standards run at the application layer of the computer, 
so they can work on any operating system or hardware.  
The same level of standardization is needed to allow 
interoperability and the exchange of health informa-
tion.

Medical data is complex and requires precision.  Health 
records must use a standard health vocabulary to en-
sure consistency and interoperability.  National stan-
dards for record structures, data formats, and protocols 
used to exchange information are a critical prerequisite 
to the development of interoperable EHRs.  Various 
standards development organizations have emerged to 
classify and organize health information, but national 
standards have yet to emerge.65  

Currently, many individuals’ medical records are frag-
mented into multiple, disparate systems.  Thus, for 
example, a patient’s lab reports may be stored in one 
system, diagnostic images in another, and observation 
notes in a paper fi le.  Interoperability standards that 
allow the exchange of health information will give pa-
tients and their health care providers better access to 
such information.  It will also enable patients to trans-
fer their medical data to a new doctor or share their 
information with all of their health care providers.  In 
addition to making sure that new systems comply with 
health IT standards, it will be essential to ensure that 

proprietary legacy applications are updated to support 
interoperability.66

Few economic incentives exist to promote interoper-
ability.  The benefi ts of interoperability are spread over 
many stakeholders in the U.S. health care system.  The 
adoption and implementation of standards-based, inte-
grated, and interoperable EHR systems, for example, 
has the potential to benefi t society by facilitating pub-
lic health monitoring and medical studies.67  Despite 
such benefi ts, some health IT companies are reluctant 
to adopt open standards, because they rely on the lack 
of interoperability to retain customers.  In addition, as 
a result of the network effects of interoperability, there 
are fi rst-mover disadvantages with respect to adopting 
interoperable data standards.68  In fact, 79 percent of 
hospitals reported that interoperability issues with cur-
rent systems are a “signifi cant barrier or somewhat of a 
barrier” to health IT adoption.69  

Fears About the Privacy and Security of Personal Health 
Information 

Many medical privacy advocates object to implement-
ing EHRs because they have concerns about the se-
curity and privacy of personal health information.  
Health care providers own and manage the medical 
records they create, so patients expect their providers 
to enact appropriate safeguards to protect the privacy 
of their personal health information.  Current polls 
indicate that 70 percent of U.S. adults “are generally 
satisfi ed with the way doctors and hospitals handle 
personal health information in terms of protecting its 
confi dentiality and security.”70 Similarly, a majority of 
people believe that the increased use of EHRs can be 
accomplished without harming patient privacy.  

On the other hand, approximately one-quarter of U.S. 
adults do not believe that the move to increased use 
of EHRs can occur without tradeoffs in privacy.71 The 
belief that EHRs may compromise patient privacy is 
in part a perceptual issue, as studies have shown that 
EHRs are as secure, if not more secure, than paper-
based records.72

Many medical privacy advocates have indicated that 
they will continue to resist the adoption of EHRs until 
Congress strengthens medical privacy rights for pa-
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tients and restrictions on the use of medical data by 
health care providers.  As noted earlier, the Health In-
surance Portability and Accountability Act (HIPAA) 
required HHS to establish national standards for 
transmitting electronic health care data and national 
identifi ers for providers, health plans, and employers.  
The HIPAA privacy rule sets a federal minimum stan-
dard of medical privacy for personal health informa-
tion.  Under this rule, patients have the right to access 
their medical records, to dispute inaccuracies in their 
medical records and note any disagreements, and to 
request a disclosure accounting of who has accessed 
their records.  The HIPAA privacy rule also imposes a 
number of restrictions on health care providers.  One is 
that health care providers give patients notice of their 
privacy practices.  Another is that health care provid-
ers train employees and implement data safeguards 
to protect private medical information.  HIPAA sets 
additional limits on the use and disclosure of health 
information.  Finally, it creates both civil and criminal 
penalties for violations of a patient’s privacy.

The adoption of a federal privacy standard that preempted com-

plex and competing state regulations would ensure all Americans 

had equal protection for their health information.

The enactment of HIPAA marked a major step for-
ward in protecting the privacy of personal health in-
formation, but some medical privacy and patient ad-
vocates believe that HIPAA law and regulations did 
not go far enough.  They note, for example, that the 
HIPAA privacy rule does not apply to certain entities 
that may have personal health information.  The rule 
does not apply to health care providers who do not sub-
mit electronic insurance claims, a shrinking percentage 
of providers.  The rule may not apply to other entities 
that have access to health information, including cer-
tain group health plans, employers, and insurers.73  The 
rule also does not apply to many web-based health ser-
vices, such as web sites providing information about 
health conditions and treatments, online mental health 
counseling sites, and web sites selling nonprescription 
drugs.74  Such web sites are opt-in services, though, and 
consumers can make decisions about whether to use 

these products based on the web sites’ stated privacy 
policies.

In addition, some medical privacy and patient advo-
cates object to HIPAA’s language authorizing entities 
to use and disclose “protected health information for 
treatment, payment, and health care operations.”75  
They believe that there should be more restrictive lan-
guage that would require the patient’s consent for the 
disclosure of information.  Some privacy advocates 
also object to the fact that HIPAA allows health care 
providers, under certain conditions, to disclose private 
medical information for public health and research 
purposes without the patient’s consent.  Some advo-
cates even object to researchers sharing such informa-
tion when the data are stripped of personally identifi -
able information.  

Policymakers should recognize that such objections 
are not objections to EHRs per se but to existing regu-
lations governing the privacy of health records gener-
ally.  Medical privacy and patient advocates want to 
increase patients’ control over the disclosure and use 
of their personal health information regardless of what 
form the information is in.  Still, federal privacy regu-
lations do infl uence efforts to develop an interoperable 
national health information network.  The HIPAA pri-
vacy rule establishes a national baseline for a medical 
privacy right, but states can impose additional restric-
tions to ensure the privacy of health records.  This situ-
ation has led to a patchwork of differing state policies, 
which makes building a national health information 
network diffi cult. Currently, for example, health infor-
mation systems must be customized to meet the priva-
cy requirements of each state.76  The lack of uniformity 
in state requirements reduces the interstate portability 
of EHRs. 

The adoption of a federal privacy standard that pre-
empted complex and competing state regulations 
would ensure all Americans had equal protection for 
their health information.  It would also ensure inter-
state portability of EHRs.  One additional way to ad-
dress privacy concerns might be to strengthen laws 
that prevent discrimination on the basis of personal 
health information.  Such laws could help ensure that 
privacy risks remain low and concerns about privacy 
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do not impede the progress of health IT and its life-
saving and cost-saving benefi ts.

WHY A NEW FEDERAL DIRECTION IS NEEDED 

Most people agree on the goal of creating a national 
health information network in which all Americans 
have EHRs by 2014, but progress toward this goal has 
been slow.  Thus, a new strategy to develop an IT-en-
abled national health information network is needed.  
As discussed below, the three competing models for 
the proposed network are (1) a distributed health in-
formation system, (2) a centralized health information 
system, and (3) a hybrid known as health record data 
banks (or independent health record trusts).77, 78   

Distributed Health Information Systems

One model for an IT-enabled national health infor-
mation system is a distributed, peer-to-peer model.  
In a distributed health information system, no data 
provider maintains a complete medical record of any 
patient.  Each data provider—hospital, clinic, labora-
tory, or insurer—maintains its own database of health 
information.  Thus, each provider must be able to in-
terface with every other provider to exchange informa-
tion.  Patients and providers use a single user interface 
to access information from each data source and to 
construct a virtual health record.  

Many proponents of RHIOs advocated a distributed 
network topology.  The Markle Foundation, for ex-
ample, recommended building a national health infor-
mation network incrementally by developing a non-
proprietary, interoperable, standards-based “network 
of networks.”79  The idea was that there would be no 
national health ID or a central repository for patient 
medical records; rather the national health informa-
tion network would be a distributed system that would 
facilitate the identifi cation and exchange of patient 
health information, with appropriate authorization, in 
a private and secure way.  RHIOs were supposed to 
lay the foundation for a national health information 
network by allowing communities to develop their 
own interoperable health networks and EHRs.  Unfor-
tunately, as discussed below, the strategy of building 
the network from the bottom up by establishing many 
RHIOs throughout the country is not working.  

One drawback of a distributed health information sys-
tem is that such a system can be technically diffi cult to 
build and manage.  One major technical challenge, for 
example, is searching for data from multiple, hetero-
geneous databases.  A distributed health information 
system requires the extensive use of middleware—that 
is, software used to interface between incompatible 
databases and data formats.  Another technical chal-
lenge in a distributed system is identifying patients cor-
rectly.  If there are two John Q. Smiths living in the 
same region, for example, a computer system may have 
a diffi cult time matching records; similarly it may have 
trouble verifying that the records for John Smith and 
John Q. Smith belong to the same person.  A record 
locator service must be used to ensure patient records 
are correctly matched from each database.  Yet another 
technical challenge is to ensure that each data provid-
er’s database provides an acceptable response time.  In 
addition, developers must work with data providers to 
ensure a harmonious data retention policy.  

In recent years, coalitions of hospitals, insurers, ven-
dors, and nonprofi ts have sponsored and made valiant 
efforts to develop RHIOs.  Despite this enthusiasm, 
few RHIOs have succeeded in establishing a sustain-
able business model.  More than 100 RHIO initiatives 
have begun in the United States, but most rely on seed 
funding and support from grants.  One study found that 
only seven RHIOs were considered “operational,”80 
and another study found only two RHIOs were self-
sustaining.81 

The failure and lack of sustainability of RHIOs sug-
gest that HHS is not on track to meet the goal of hav-
ing a national health information network established 
by 2014.  Thus, it is important to understand the tech-
nical and other challenges that led to the setbacks and 
failures experienced by RHIOs built using this model 
and to adopt a new national strategy that can overcome 
these challenges. 

One of the more prominent RHIOs that failed was 
the Santa Barbara County Care Data Exchange, which 
eventually served as a model for many RHIOs across 
the country.  The Santa Barbara project, which was 
begun in 1998, was proposed and designed by David 
Brailer, CEO of CareScience, who later became the 
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fi rst National Coordinator for Health Information 
Technology at HHS.  The Santa Barbara County Care 
Data Exchange was intended to be a secure regional 
network for electronically sharing health care data 
among hospitals, physicians, and other providers at the 
point of care.  In 2006, after a number of setbacks, 
including Brailer’s departure from the project in 2002, 
the board decided the project was unsustainable and 
voted to shut it down.82  The project ceased operations 
on December 31, 2006.

Observers have attributed the collapse of the Santa 
Barbara County Care Data Exchange to a number of 
factors, including poor project management, software 
issues, and the lack of a compelling business case.  In 
its initial proposal, CareScience, the company chosen 
to run the program management offi ce, stated that ex-
isting commercial off-the-shelf products could deliver 
all of the needed functionality.  After the project began, 
though, CareScience found that existing software was 
insuffi cient to enable interoperability between legacy 
health information systems.83  As a result, CareScience 
took on the role of software developer.  This move 
limited independent project oversight, because that 
company also operated the program management of-
fi ce.  Furthermore, Brailer criticized the project man-
agement (including himself) for focusing on delivering 
the latest technology rather than on addressing users’ 
needs.84

The Santa Barbara project also failed to establish a 
business model that appealed to the providers.  Al-
though nobody questioned the net societal value of 
establishing a health information exchange, the lack 
of a convincing value proposition for providers made 
many participants passive, unenthusiastic, and little 
invested in the project’s success.  Critics have blamed 
this result on the easy access to grant money, which 
enticed health care providers to participate regardless 
of their interest level and tolerance for risk.  When the 
grant money ran out, these providers were unwilling to 
continue the project on their own given the uncertain 
economic benefi ts. 85

To be fair, the Santa Barbara County Care Data Ex-
change provided many useful lessons to the health care 
community, and Brailer has defended the effort as a 

constructive experiment.86  Unfortunately, though, it 
is hard to see how the lessoned learned from the San-
ta Barbara project have been applied to the national 
health IT policy.  The federal effort to building a na-
tional health information network continues to focus 
on a bottom-up approach in an attempt to allow com-
munity control.  One problem is that consumers are 
unable to infl uence these regional projects through 
traditional market forces.  Although RHIOs are de-
veloped at the community level, RHIOs are by defi -
nition regional, so they have very little competition, 
and consumers have few alternatives if they dislike the 
quality of service offered by the RHIO.  Moreover, 
federal policy has not suffi ciently addressed the three 
main failures of RHIOs: the lack of a convincing value 
proposition, the technical diffi culties of searching for 
data from multiple, heterogeneous databases, and the 
lack of portability for health information when con-
sumers move outside the system and have to join a dif-
ferent RHIO.

Centralized Health Information Systems 

In a centralized health information system, all data on 
a particular patient are stored in a single centralized 
database.  Technically, this model is simpler to develop 
than a distributed model.  Health care providers popu-
late the central database with their patients’ medical 
data, and developers need to create just a single inter-
face for this database.  Many medical privacy and pa-
tient advocates oppose centralized health information 
systems, because patients have little control over who 
manages their personal health information.  Many also 
object to health information networks with a single 
centralized system that patients are forced to use.

A centralized health information system works well in 
a single-payer health care system like the United King-
dom because ultimately all of the health care expense 
data will be transmitted to a single entity.  One of the 
few successful RHIOs, the Indiana Network for Pa-
tient Care, built its system using a centralized database 
that includes information from fi ve major hospital sys-
tems, the county and state public health departments, 
and Indiana Medicaid and RxHub.  Data streams from 
these health care data providers are transmitted in 
HL7 to one central system, which is then standard-
ized and linked to a specifi c patient ID.87  The Com-
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munity Health Management Information Systems and 
Community Health Information Networks, popular 
in the 1990s, used a centralized model with a single 
data network and a single data repository.88  Most of 
these efforts failed for a variety of reasons, including 
a lack of cooperation between health care providers.  
In a centralized model, providers fund the informa-
tion network by charging participants for transactions.  
Many providers invested in their own information net-
works but were hesitant to participate in community 
databases for fear of losing their competitive advan-
tage.  As a result, they failed to develop a central da-
tabase, so the funding models for these projects never 
materialized.89 

Health Record Data Banks

The health record data bank model has recently 
emerged as an alternative to the distributed and cen-
tralized health information system models.  In this 
model, multiple data banks compete to manage the 
EHRs of individual patients.  Patients or health insur-
ers pay health record data banks a fee to manage their 
electronic health information.  Each patient’s data is 
stored in a single repository maintained by the health 
record data bank of the patient’s choosing.  Patients 
access their EHRs through a user interface designed 
by their particular data bank.  

Whereas the centralized model forces patients to use 
a single database, the data bank model gives patients 
a choice of data bank providers.  Providers of health 
record data banks could conceivably include member-
ship groups like AARP, health care providers, employ-
ers, health plans, or other trusted entities such as com-
panies that emerge with specialized health care web 
portals. 90  

In the data bank model, all of a given patient’s data is 
stored in a single bank’s repository.  Thus, the health 
record data bank’s architecture eliminates many of the 
technical problems of compiling a virtual EHR for a 
patient from multiple databases in a distributed system.  
In a distributed system, to assemble a complete EHR 
for a single patient, every database that contains a piece 
of that record must be accessible and responsive.  

In addition, health record data banks eliminate many 
of the interoperability problems experienced with a 
distributed health information system. In a distributed 
data sharing environment, each system must be able 
to interface with all other systems.91  With N systems, 
this environment would require a maximum of N * 
(N-1) interfaces.  With health record data banks, the 
maximum number of interfaces is only N, the number 
of systems.

     

     Figure 1: Building an electronic health record in a distributed health information system versus a data bank.92 

Distributed Model Data Bank Model
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THE CASE FOR HEALTH RECORD DATA BANKS

Health record data banks have the potential to foster 
customer-driven health IT.  With RHIOs or a central-
ized model, there are few market incentives for the 
participating organizations to respond to customer 
demands. With multiple health record data banks, 
though, the data custodians will have to answer direct-
ly to their customers to stay in business. 

Another advantage of health data banks is that they 
give consumers full control and ownership of their 
personal health information.93  Thus, for example, in-
dividuals can review anything from their most recent 
blood tests, to their immunization records, to the list 
of their current medications.  Individuals may add per-
sonal health information to their own EHR, but they 
may not change any data submitted by another autho-
rized user (such as their doctor).  Any entries added to 
the EHR by the consumer would be labeled as such.  In 
the event of an error in the record, consumers may re-
quest that the record be corrected or submit an amend-
ment to any information that may be in dispute.

Health data banks also provide consumers with the 
tools they need to manage their EHRs.  Once patients 
have established an EHR, they control the access rights 
to their EHR.  Health record data banks provide the 
tools to allow patients to control access to their EHRs.  
All users must be authenticated to access the health 
record data bank, and every transaction is logged.  At 
any point, patients can monitor and track who has ac-
cessed their EHRs.  If patients choose to share this in-
formation with their doctor, their doctor can access in 
real time a complete EHR of their patient.  After every 
offi ce visit, the doctor submits to the patient’s chosen 
health record data bank an electronic record of the of-
fi ce visit, including any clinical notes, test results, and 
prescriptions in a standard electronic data format. 

Overcoming Existing Barriers to EHR Adoption

Health record data banks have the potential to help 
overcome the three main obstacles to EHR adop-
tion—namely, cost, interoperability, and privacy con-
cerns.  As discussed earlier, many health care providers 
are reluctant to invest in health IT, even though the net 
social benefi ts outweigh the costs, because many of the 
benefi ts of health IT go to entities such as insurers and 

consumers rather than to providers.  Health record 
data banks fi x this problem by creating a sustainable 
business model that encourages health care providers 
to participate.  

If consumers or health insurers pay health record data 
banks a fee to manage their electronic health informa-
tion, these payments would provide a steady stream of 
income to the health care providers to cover the cost of 
investing in health IT systems. 94  Health care providers 
who electronically transmitted their updates to a health 
record data bank would receive a small payment from 
the data bank after every health care encounter.  Such 
providers would also benefi t by simultaneously using 
the investment in IT to lower their costs and provide 
better quality care.

Consumers would benefi t from being able to better 
manage their personal health information and being 
able to control access to that information. 95  A 2005 
survey found that the majority of U.S. consumers were 
willing to pay at least $5.00 per month to have elec-
tronic medical records.96  Health record data banks 
could also offer consumers the choice of using an ad-
vertisement-supported web portal to reduce or elimi-
nate the access fee.  Insurers would have an incentive 
to sign up their benefi ciaries for EHRs because EHRs 
will increase effi ciency and help reduce medical errors, 
thereby benefi ting insurers.97  

Health record data banks would simplify interoperabil-
ity by storing all of an individual’s medical information 
in a single repository.  This repository allows individu-
als to create a single, lifetime health care record, which 
they can share with their health care providers.  Cur-
rently, under HIPAA regulations, all health care pro-
viders must provide patients with a copy of their health 
records upon request.  Patients can use this require-
ment to request copies of their medical records from 
all of their health care providers.  Patients can choose 
to submit these records to the health record data bank 
where they can be digitized and used to create a com-
plete electronic medical history.  Looking forward, as 
health care providers adopt EHRs, the data they sub-
mit to a patient’s EHR will be in a standardized and 
structured electronic format.  This will ensure that 
patients’ personal health information is interoperable 
with third-party applications.
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Finally, health record data banks would help ensure 
the privacy of consumers’ personal health informa-
tion.98  With health record data banks, consumers own 
the medical information in their health record, and the 
data bank operator is only the data custodian.  Because 
consumers will own their medical records, they will 
be free to select the health record data bank of their 
choice.  As there will likely be multiple health record 
data banks, competition between these companies 
will ensure the highest levels of security and privacy.  
Moreover, health record data bank operators, as the 
data custodian, will have a fi duciary responsibility to 
protect all of the private medical information stored in 
their database.

Once a patient’s medical information is digitized in a usable for-

mat, the applications and possibilities for innovation are limit-

less.

Individuals would have full control over their personal 
health information in a health record data bank.  In-
dividuals could control, at a granular level, which pro-
viders access the information in their EHR, what in-
formation they can access, and under what conditions.  
This level of control would allow individuals to cus-
tomize their EHR to adhere to the privacy policy that 
best fi ts their individual needs.  In addition, individu-
als would be provided a complete audit log of who has 
accessed their EHR.  With this level of transparency, 
individuals would be able to monitor any inappropriate 
or unauthorized access.

Additional Benefi ts of Health Record Data Banks

Congress should ensure that the health information 
network model encourages other desired characteris-
tics such as competition and innovation.  In addition to 
overcoming the current barriers preventing the wide-
spread adoption of EHRs, health record data banks 
have the potential to help achieve these goals. 

Health record data banks would create a competitive 
market for EHRs and ensure that health IT innova-
tions are customer driven.  In a health data bank mod-
el, each consumer has an EHR and owns his or her 
own personal medical data.  Because there are multiple 

health record data banks, consumers are not locked in 
to a specifi c data bank provider.  If they choose, they 
can easily move to a new health record data bank.  This 
competitiveness will help ensure that patients receive 
the tools they want so that they can effectively manage 
their health care data.  

Health record data banks would have to compete for 
business, because patients would select the health re-
cord data bank they believe provides them the best 
quality and value.  Thus, customer demand would en-
courage them to develop innovative interfaces and ap-
plications to help their customers more easily access 
and understand their personal health information.  In 
addition, health record data banks may target niche 
markets.  Patients wanting additional security and pri-
vacy controls, for example, could choose a health re-
cord data bank willing to provide that service.

RECOMMENDATIONS

Health IT will bring signifi cant benefi ts to our health 
care system.  The health care sector has made progress, 
but now is the time to commit to making the goal of 
building a national health information network a reali-
ty.  We recommend Congress take the following steps:

Pass Legislation to Promote Electronic Health Records and 
National Health Data Standards

Federal leadership is needed to respond to the various 
challenges of promoting the widespread adoption and 
use of EHRs.  Congress should work to pass additional 
legislation that supports the adoption of EHRs and na-
tional health data standards.  Bills such as S. 1693, the 
Wired for Health Care Quality Act, introduced by Sen. 
Kennedy (D-MA) and Sen. Enzi (R-WY), and H.R. 
3800, the “Promoting Health Information Technology 
Act,” introduced by Rep. Eshoo (D-CA), would pro-
vide new leadership, funding, and organization at the 
national level to promote health IT.  

Specifi cally, this legislation would make permanent the 
HHS Offi ce of the National Coordinator for Health 
Information Technology, which is responsible for co-
ordinating federal health IT initiatives, policies and 
investments.  It would authorize funding for grants to 
promote the adoption of health IT, to develop and test 
quality measures, and to foster telemedicine.  It would 
create the public-private Partnership for Health Care 
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Improvement, which would be responsible for devel-
oping and recommending national standards for the 
electronic exchange of health information.  Finally, 
this legislation would extend the health information 
privacy requirements found in HIPAA to cover any 
operator of an electronic database of health informa-
tion.

Create a Legal Framework for Health Record Data Banks

Congress should pass legislation supporting the cre-
ation of health record data banks.99  H.R. 2991, the 
Independent Health Record Trust Act introduced by 
Rep. Moore (D-KS) and Rep. Ryan (R-WI), for exam-
ple, would establish federally regulated health record 
data banks. This legislation establishes a fi duciary duty 
for each health record data bank to act for the benefi t 
of its participants and prescribes penalties for a breach 
of these responsibilities.  In addition, the bill prohibits 
the data bank operators from charging fees to health 
care providers for accessing or updating an EHR to 
which they have been given access.  The legislation 
specifi cally states that all participation in the health 
record data bank is voluntary, and no entity, including 
employer, health insurance issuer or health care pro-
vider can compel participation.

To ensure continued innovation in applications that 
can add value to health record data banks, Congress 
should require that all health record data banks al-
low customers to share their EHR electronically with 
any third party.  Health record data banks create the 
necessary market incentives to implement EHRs, but 
Congress should enact policies to ensure these data 
banks do not become data silos.  Specifi cally, this re-
quirement should specify that customers may allow 
third-party applications to access their health informa-
tion.  Patients may wish to use software programs on 
their home computer or online services that will help 
them better utilize their health information.  Services 
may be offered by insurers, employers, or other com-
panies investing in health IT applications.  Thus, for 
example, patients may choose to subscribe to services 
that allows them to create a customized exercise pro-
gram based on their fi tness level or alerts them when 
new medical trials begin on a certain health condition.  
Once a patient’s medical information is digitized in a 
usable format, the applications and possibilities for in-
novation are limitless.

Leverage Federal Resources to Ensure Access to Health 

Record Data Banks

The federal government is the single largest health care 
payer in the United States spending over $600 billion 
annually on 80 million Americans through programs 
such as Medicare, Medicaid, and the State Children’s 
Health Insurance Program (SCHIP).100  Congress 
should use the federal government’s substantial buying 
power to create change by covering the monthly access 
fees to participate in a health record data bank to all 
Medicare, Medicaid, and SCHIP enrollees. 

Because adopting EHRs will lead to cost savings for 
health care payers, in this case the federal government, 
this strategy will ensure an effective investment of fed-
eral health care dollars.  

The strategy of leveraging federal resources has a his-
tory of success for creating dramatic change.  In 2003, 
the Centers for Medicare and Medicaid Services be-
gan a voluntary program, the Hospital Quality Initia-
tive, for hospitals to report quality performance infor-
mation.  At fi rst, few hospitals participated.  Shortly 
thereafter, Congress passed the Medicare Prescription 
Drug, Improvement, and Modernization Act of 2003, 
which tied an annual 0.4 percent payment increase to 
participation—and now virtually every hospital reports 
quality performance data.101  In addition, Congress can 
require that health plan issuers for federal employees 
include coverage to health record data banks as part of 
their covered services.

Require Medical Practices to Disclose Patient Health Infor-
mation Electronically Upon Request

HIPAA established the right for individuals to obtain a 
paper copy of their health care records from their doc-
tors.  Congress should update this legislation to require 
doctors to provide patients with an electronic copy of 
their health information upon request.102  Under the 
current law, health care providers can charge reason-
able fees associated with the cost of copying and mail-
ing paper health care records, but they cannot charge 
fees for the time spent searching for or retrieving the 
records.103  

We propose establishing a threshold date after which 
patients will no longer be charged fees when they re-
quest electronic copies of their health records created 
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after this threshold date.  Patients will be charged only 
for requests for paper records from before this date.  
This mandate would protect patients’ right of access 
to their medical information while also providing an 
economic incentive for medical practices to move to 
EHRs.

CONCLUSION

EHRs and health IT hold the promise of transforming 
health care in America by improving quality and low-
ering cost.  Unfortunately, progress in adopting EHRs 

in the United States has been slow.  Thus, it is impor-
tant for Congress to fi nd new strategies to accelerate 
their adoption.  Health record data banks are one of 
several strategies to overcome many of the current bar-
riers in EHR adoption including cost, interoperability, 
and privacy concerns.  In addition, health record data 
banks will eliminate the fragmentation in medical data 
in today’s health records.  Moreover, data banks will 
give patients more control over and access to their per-
sonal health information.  Congress should act now to 
help accelerate the digital transformation of the Amer-
ican health care system.



PAGE 17THE INFORMATION TECHNOLOGY & INNOVATION FOUNDATION  |   OCTOBER 2007     

ENDNOTES
1.  Robert D. Atkinson and Andrew S. McKay, Digital Prosperity: Understanding the Economic Benefi ts of  the Information Technology 
Revolution (Washington, DC: ITIF, 2007).

2.  In this report, we use the term electronic health record or EHR to refer to a complete patient record.  Other material 
may use the terms electronic medical record (EMR) or personal health record (PHR), which can have the same or a different 
meaning, depending on the context.

3.  Eric G. Brown, Bradford J. Holmes, and Will McEnroe, “Regional Health Information Organizations’ Modest Start” 
(Forrester Research, Inc.: 2006).

4.  Centers for Medicare & Medicaid Services, Offi ce of  the Actuary, “Table 1. National Health Expenses Aggregate, Per Capita 
Amounts, Percent Distribution, and Average Annual Percent Growth, by Source of  Funds:  Selected Calendar Years 1960-
2005” <www.cms.hhs.gov/NationalHealthExpendData/ 02_NationalHealthAccountsHistorical.asp>. 

5.  World Health Organization, World Health Statistics 2007 (Geneva, Switzerland: 2007) 72-73, <www.who.int/whosis/
whostat2007.pdf>.

6.  World Health Organization, The World Health Report 2000—Health Systems: Improving Performance (Geneva, Switzerland: 2000) 
<www.who.int/whr/2000/en/whr00_en.pdf>.

7.  Katherine M. Flegal et al., “Prevalence and Trends in Obesity Among U.S. Adults,” Journal of  the American Medical Association 
288 (2002): 1723-1727.

8.  Ross DeVol and Armen Bedroussian, et al., An Unhealthy America: The Economic Burden of  Chronic Disease (Santa Monica, CA: 
The Milken Institute, 2007) 2.

9.  Carmen DeNavas-Walt, Bernadette D. Proctor, and Jessica Smith, Income, Poverty, and Health Insurance Coverage in the United 
States: 2006, U.S. Census Bureau, Current Population Reports, P60-233 (Washington, DC: U.S. Government Printing Offi ce, 
2007) <www.census.gov/prod/2007pubs/p60-233.pdf>.

10.  Mark A. Schuster, Elizabeth A. McGlynn, and Robert H. Brook, “How Good Is the Quality of  Health Care in the United 
States?” Milbank Quarterly 83 (2005): 843-95.

11.  Rita Mangione-Smith et al., “The Quality of  Ambulatory Care Delivered to Children in the United States,”  New England 
Journal of  Medicine 15 (2007): 1515-1523.

12. Lucian L. Leape and Donald M. Berwick, “Five Years After To Err Is Human: What Have We Learned? Journal of  the 
American Medical Association  293 (2005): 2384-2390.

13. Institute of  Medicine, Committee on Quality of  Health Care in America, To Err Is Human: Building a Safer Health System, 
Linda T. Kohn, Janet M. Corrigan, and Molla S. Donaldson, eds. (Washington, DC: National Academy Press, 1999).

14. Clement J. McDonald, Michael Weiner, and Siu L. Hui, “Deaths Due to Medical Errors Are Exaggerated in Institute of  
Medicine Report,” Journal of  the American Medical Association 284 (2000): 93-95.

15. Robert G. Berger and J. P. Kichak, “Computerized Physician Order Entry: Helpful or Harmful?” Journal of  the American 
Medical Informatics Association 11 (2004): 100-103.

16. Leape and Berwick, op. cit., 2005. 

17. Partnership for Health Solutions, Chronic Conditions: Making the Case for Ongoing Care (Baltimore, MD: Johns Hopkins 



PAGE 18THE INFORMATION TECHNOLOGY & INNOVATION FOUNDATION  |   OCTOBER 2007     

University, 2002) <www.partnershipforsolutions.org/DMS/fi les/ chronicbook2002.pdf>

18. Jennifer L. Wolff, Barbara Starfi eld, and Gerard Anderson, “Care for Chronic Conditions Differs Substantially from Care 
for Acute Illnesses or Infectious Diseases,” Archives of  Internal Medicine 162 (2002): 2269-2276.

19. U.S. Department of  Health and Human Services, Centers for Disease Control and Prevention, National Center for Chronic 
Disease Prevention and Health Promotion, “Chronic Disease Prevention,” Aug. 10, 2007 <www.cdc.gov/nccdphp>.

20. Partnership for Health Solutions, op. cit., 2002.
 
21. U.S. Department of  Health and Human Services, Food and Drug Administration, Center for Drug Evaluation and Research, 
“Medication Errors,” Aug. 10, 2007 <www.fda.gov/CDER/drug/MedErrors/default.htm>

22. Lynn M. Etheredge, “A Rapid-Learning Health System,” Health Affairs, 26 (2007): w107-w118.

23. America’s Health Insurance Plans (AHIP) Center for Policy Research, “An Updated Survey of  Health Care Claims Receipt 
and Processing Times, May 2006,” (Washington, DC: AHIP Center for Policy and Research, 2006) <www.ahipresearch.org/
pdfs/PromptPayFinalDraft.pdf>.

24. Ibid.

25. Ibid.

26. Robert Wood Johnson Foundation, “Electronic Health Records Still Not Routine Part of  Medical Practice, Says New 
Study,” press release, Oct. 11, 2006 <http://www.rwjf.org/newsroom/ newsreleasesdetail.jsp?productid=21882>.

27. George Washington University, Massachusetts General Hospital, Robert Wood Johnson Foundation, Health Information 
Technology in the United States: The Information Base for Progress (Princeton, NJ: Robert Wood Johnson Foundation) 28 <www.rwjf.
org/fi les/publications/ other/EHRReport0609.pdf>.

28. FedericoGirosi, Robin Meili and Richard Scoville, Extrapolating Evidence of  Health Information Technology Savings and Costs (Santa 
Monica, CA: RAND Corporation, 2005) <http://rand.org/pubs/monographs/ 2005/RAND_MG410.pdf  >.

29. Jan Walker et al., “The Value of  Health Care Information Exchange and Interoperability,” Health Affairs (19 Jan. 2005) 
<content.healthaffairs.org/cgi/content/abstract/hlthaff.w5.10>.

30. Girosi, Meili, and Scoville, op. cit., 2005.

31. David C. Classen, “Clinical Decision Support Systems to Improve Clinical Practice and Quality of  Care,” Journal of  the 
American Medical Association 280 (1998): 1360-1361.

32. David W. Bates et al., “Effect of  Computerized Physician Order Entry and a Team Intervention on Prevention of  Serious 
Medication Errors,” Journal of  the American Medical Association 280 (1998): 1311-1316.

33. RAND Health, “Health Information Technology: Can HIT Lower Costs and Improve Quality?” (Santa Monica, CA: 
RAND Corporation, 2005) <www.rand.org/pubs/research_briefs/RB9136/ RAND_RB9136.pdf>.

34. Classen, op. cit., 1998. 

35. Ranjit Bose, “Knowledge Management-Enabled Health Care Management Systems: Capabilities, Infrastructure, and 
Decision-Support,” Expert Systems with Applications 24 (2003): 59-71.



PAGE 19THE INFORMATION TECHNOLOGY & INNOVATION FOUNDATION  |   OCTOBER 2007     

36. Marianne Kolbasuk McGee, “Self-Service Kiosks Help Hospital Reduce Patient Wait Times, Paperwork, and Anxiety,” 
Information Week 1 July 2005 <http://www.informationweek.com/story/ showArticle.jhtml?articleID=164904241>.

37. Branko G. Celler, Nigel H. Lovell and Jim Basilakis, “Using Information Technology to Improve the Management of  
Chronic Disease,” Medical Journal of  Australia 179 (2003): 242-246 <www.mja.com.au/public/issues/179_05_010903/cel10001_
fm.pdf>

38. Etheredge, op. cit., 2007.

39. Ibid. 

40. RAND Health, op. cit., 2005. 

41. Medtronic, Inc., “Devices on the Network,” 2007 <http://www.medtronic.com/physician/carelink/devices.html>.
 
42. Medtronic, Inc., “CGMS® System Gold™: Continuous Glucose Monitoring System Overview,” 2007 <www.minimed.
com/professionals/products/cgms/> .

43. Bose, op. cit., 2003. 

44. U.S. Department of  Labor, Bureau of  Labor Statistics, “Number of  Jobs Held, Labor Market Activity, and Earnings 
Growth Among the Youngest Baby Boomers: Results from a Longitudinal Survey,” press release, 25 Aug. 2006 <www.bls.gov/
news.release/pdf/nlsoy.pdf>.

45. “This Man Wants to Heal Health Care,” Business Week 31 Oct. 2005 <www.businessweek.com/magazine/ content/05_44/
b3957113.htm>.

46. Susannah Fox, “Health Information Online” (Washington, DC: Pew Internet & American Life Project, 2005).

47. Etheredge, op. cit., 2007. 

48. Kaiser Permanente, “Patients Eager to E-mail Their Doctors,” press release, 15 July 2007 <http:// ckp.kaiserpermanente.
org/newsroom/national/archive/nat_070705_secure.html>.

49. Terhilda Garrido et al., “Effect of  Electronic Health Records in Ambulatory Care: Retrospective, Serial, Cross Sectional 
Study,” British Medical Journal 330 (2005): 1-5 <http://www.bmj.com/cgi/content/abstract /330/7491/581>.

50. Yi Yvonne Zhou et al., “Patient Access to an Electronic Health Record with Secure Messaging: Impact on Primary Care 
Utilization,” American Journal of  Managed Care 13 (2007): 418-424.

51. Kaiser Permanente staff, “KP HealthConnect: The Future Is Now,” 15 Feb. 2007 <http://xnet.kp.org/ newscenter/
kphealthconnect/2007-02-15-j.html>.

52. American Hospital Association, Continued Progress: Hospitals Use of  Information Technology—2007 (Chicago, IL: February 2007) 
15 <www.aha.org/aha/content/2007/pdf/070227-continuedprogress.pdf  >.

53. Marianne Kolbasuk McGee, “E-Health Records Get $50M Shot in the Arm,” Information Week 12 July 2004: 20.

54. William Hersh, “Health Care Information Technology: Progress and Barriers,” Journal of  the American Medical Association 292 
(2004): 2273-2274.

55. David Gans et al., “Medical Groups’ Adoption of  Electronic Health Records and Information Systems,” Health Affairs 24 



PAGE 20THE INFORMATION TECHNOLOGY & INNOVATION FOUNDATION  |   OCTOBER 2007     

(2005): 1323-1333.

56. Ibid.    

57. Ibid.    

58. Ibid.    

59. Robert H. Miller et al., “The Value of  Electronic Health Records in Solo or Small Group Practices,” Health Affairs 24 
(2005): 1127–37.

60. Ibid. 

61. Keystone Research Center, “Technology and Industrial Performance in the Service Sector,” prepared for the U.S. 
Department of  Commerce (Harrisburg, PA: 1998).

62. Eric G. Poon et al., “Overcoming Barriers to Adopting and Implementing Computerized Physician Order Entry Systems in 
U.S. Hospitals,” Health Affairs 23 (2004): 184.

63. Robert M. Wachter, “Expected and Unanticipated Consequences of  the Quality and Information Technology Revolutions,” 
Journal of  the American Medical Association 295 (2006): 2780:2783.

64. Miller et al., op. cit., 2005. 

65. Marco Eichelberg et al., “A Survey and Analysis of  Electronic Healthcare Record Standards,” ACM Computing Surveys  
37(2005): 277-315.

66. David J. Brailer (National Health Information Technology Coordinator, U.S. Department of  Health and Human Services), 
“Interoperability: The Key to the Future Health Care System,” Commission on Systemic Interoperability (19 January 2005) 
<www.nlm.nih.gov/archive//20060215/csi/article_brailer_1_19_05.html>.

67. Ibid.  

68. Ibid.

69. American Hospital Association, op. cit., 2007. 

70. Harris Interactive, Inc., “Many U.S. Adults Are Satisfi ed with Use of  Their Personal Health Information,” The Harris Poll® 
#27, 26 March 2007 <http://www.harrisinteractive.com/harris_poll/index.asp?PID=743>.

71. Ibid.  

72. Hersh, op. cit., 2004.

73. U.S. Department of  Health and Human Services, Centers for Medicare and Medicaid Services, “Covered Entity Charts: 
Guidance on How to Determine Whether an Organization or Individual Is a Covered Entity Under the Administrative 
Simplifi cation Provisions of  HIPAA,” <www.cms.hhs.gov/HIPAAGenInfo/Downloads/ CoveredEntitycharts.pdf>.

74. Pew Internet & American Life Project, “Federal Health Privacy Regulation Does Not Cover Most Internet Medical 
Searches, Services, or Purchases,” press release, 20 July 2005 <www.pewinternet.org/PPF/r/33/ press_release.asp>.

75. U.S. Department of  Health and Human Services, Offi ce for Civil Rights—HIPAA, “Uses and Disclosures for Treatment, 



PAGE 21THE INFORMATION TECHNOLOGY & INNOVATION FOUNDATION  |   OCTOBER 2007     

Payment, and Health Care Operations,” (Washington, DC: 2003) <www.hhs.gov/ocr/hipaa/ guidelines/sharingfortpo.pdf>

76. David J. Brailer, “From Santa Barbara to Washington: A Person’s and a Nation’s Journey Toward Portable Health 
Information,” Health Affairs (2007): w581-w588.

77. Washington State Health Care Authority, Washington State Health Information Infrastructure: Final Report and Roadmap for State 
Action (Olympia, WA: Washington State Health Care Authority, 2006), 34-35 <www.hca.wa.gov/hit/doc/fi nalreport.pdf>.

78. For a discussion of  “Independent Health Record Trusts,” see David B. Kendall, “Building a Health Information Network” 
(Washington, DC: Progressive Policy Institute, May 2007) <www.ppionline.org/documents/ Health_IT_05.24.07.pdf>.

79. Markle Foundation, Achieving Electronic Connectivity in Healthcare (New York, NY: Markle Foundation, 2004) <www.
connectingforhealth.org/resources/cfh_aech_roadmap_072004.pdf>.  

80. Brown, Holmes, and McEnroe, op. cit., 2006.

81. Keith MacDonald and Jason Fortin, “The Myths and Realities of  RHIOs” (First Consulting Group, January 2006) <www.
fcg.com/HealthCare/downloads.aspx?Type=Report>.

82. Robert H. Miller and Bradley S. Miller, “The Santa Barbara County Care Data Exchange: What Happened?” Health Affairs 
(2007): w568-w580.

83. Ibid.

84. Brailer, “From Santa Barbara,” op. cit., 2007.

85. Miller and Miller, op. cit., 2007.

86. Brailer, “From Santa Barbara,” op. cit., 2007. 

87. Clement J. McDonald et al., “The Indiana Network for Patient Care: A Working Local Health Information Infrastructure,” 
Health Affairs (2005): 1214-1220.

88. Paul Starr, “Smart Technology, Stunted Policy: Developing Health Information Networks,” Health Affairs (1997): 91-105.

89. Ibid.

90. David B. Kendall, “Building a Health Information Network” (Washington, DC: Progressive Policy Institute, 2007) <www.
ppionline.org/documents/Health_IT_05.24.07.pdf>.

91. Washington State Health Care Authority, op. cit., 2006.

92. Ibid.  

93. William Yasnoff,  “Interview: Dr. William Yasnoff  on Patient-Centric IT,” interview by Jason Stitt, Wisconsin Technology 
Network, 17 April 2006 <www.wistechnology.com/article.php?id=2865>.

94. See comments by William Yasnoff  at <www.williamyasnoff.com> and <www.ehealthtrust.com/faqs.html>.

95. Ibid.
  
96. Accenture, “Majority of  Consumers Believe Electronic Medical Records Can Improve Medical Care, Accenture Survey 



PAGE 22THE INFORMATION TECHNOLOGY & INNOVATION FOUNDATION  |   OCTOBER 2007     

Finds,” press release, 20 July 2005 <accenture.tekgroup.com/article_display.cfm?article_id=4236>.

97. See comments by William Yasnoff  at <www.williamyasnoff.com> and <www.ehealthtrust.com/faqs.html>.

98. Ibid.

99. Kendall, op. cit., 2007. 

100. U.S. Department of  Health and Human Services, Offi ce of  the Assistant Secretary for Resources and Technology, Offi ce 
of  Grants, “Overview,” Tracking Accountability in Government Grants (TAGGS) FY2006 Annual Report (Washington, DC: 2006) 
<taggs.hhs.gov/AnnualReport/fy2006/overview/index.cfm>.

101. Hoangmai H. Pham, Jennifer Coughlan, and Ann S. O’Malley, “The Impact of  Quality-Reporting Programs on Hospital 
Operations,” Health Affairs 25 (2006): 1412-1422.

102. See similar proposal by David B. Kendall, “Building a Health Information Network,” 

103. U.S. Department of  Health and Human Services, “HIPAA Frequently Asked Questions—Notice and Other Individual 
Rights,” 26 March 2007 <www.hhs.gov/hipaafaq/notice/353.html>.



PAGE 23THE INFORMATION TECHNOLOGY & INNOVATION FOUNDATION  |   OCTOBER 2007     

ABOUT THE AUTHOR

Daniel Castro is a Senior Analyst with ITIF specializing in issues relating to IT and the digital economy. He has experi-
ence in the private, non-profi t and government sectors. Outside of ITIF, Mr. Castro is a Visiting Scientist at the Software 
Engineering Institute (SEI) in Pittsburgh, Pennsylvania where he has developed virtual training simulations to provide 
clients with hands-on training of the latest information security tools. Before joining ITIF, Mr. Castro worked as an IT 
analyst at the Government Accountability Offi ce (GAO) where he audited IT security and management controls at various 
government agencies. He has a B.S. in Foreign Service from Georgetown University and an M.S. in Information Security 
Technology and Management from Carnegie Mellon University.

ACKNOWLEDGEMENTS

The author wishes to thank the following individuals for comments on earlier drafts: Lynn Etheredge, David Kendall, Rob 
Atkinson, Dan Correa, Julie Hedlund, and Torey Liepa.

ABOUT THE INFORMATION TECHNOLOGY AND INNOVATION FOUNDATION   

The Information Technology and Innovation Foundation (ITIF) is a nonprofi t, non-partisan public policy think tank com-
mitted to articulating and advancing a pro-productivity, pro-innovation and pro-technology public policy agenda inter-
nationally, in Washington and in the states. Through its research, policy proposals, and commentary, ITIF is working to 
advance and support public policies that boost innovation,  e-transformation and productivity.  

 

For more information contact ITIF at 202-449-1351 or at mail@itif.org, or go online to www.innovationpolicy.org.  
ITIF  |  1250 I St. N.W.  |  Suite 200  |  Washington, DC 20005


	ehealth
	Ehealth

